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INSTALLING ARTICA

REQUIREMENTS

Artica 4 is compatible Debian 9.x on a 64-bit system i686.
Product is not compatible with ARM systems and on Redhat families systems ( CentOS, Fedora, Red Hat, Open SuSe are not supported).

Product is “Virtualization aware” . It can be installed on modern virtualization systems such as VMWare ESXi, Microsoft HyperV, Citrix
XenServer, Nutanix, KVM, Proxmox...

To install Artica, you have 2 ways:

USING THE ISO

Download the ISO file at http://articatech.net/betas4.php
The ISO file has been tested in both physical servers and virtual environment ( ESXi, HyperV, XenServer, Nutanix, KVM).
The ISO is in charge to install both the system and Artica framework, in all environments, the procedure is the same

1 [!!] Select a language |

Choose the language to be used for the installation process. The selected language will
also be the default language for the installed system.

Language:

C No localization
Albanian shgip
Arabic oo
Asturian Asturianu
Basgue Euskara
Belarusian Benapyckas
Bosnian Bosansk i
Bulgarian

Catalan

Chinese (Simplified)

Chinese (Traditional)

Croatian Hrvatski
Czech CeStina
Danish Dansk
Dutch Neder lands
Englisk

Esperanto Esperanto
Estonian Eesti
Finnish Suomi
French Francais
Galician Galego
German Deutsch
Greek EARNV LKO

ARTICA

Welcome to the Artica CD-ROM

<Go Back>

Press ENTER to boot or TAB to edit a menu entry

<Tab> mov ce> selects; <Enter> activates buttons

Boot from the I1SO, a welcome screen must appear Select your system language, country and the language of
the keyboard.

The ISO installer is DHCP client by default it will try to find an IP address through the DHCP. If there is no DHCP, it will ask to enter the IP
address.

The TCP settings will not be saved after the reboot, you will have to re-enter it after the reboot.




[!!] Partition disks |

This is an overview of your currently configured partitions and mount points. Select a
partition to modify its settings (file system, mount point, etc.), a free space to create
partitions, or a device to initialize its partition table.

1 [!!] Partition disks |

If you continue, the changes listed below will be written to the disks. Otherwise, you
will be able to make further changes manually.

Guided partitioning
Configure software RAID The partition tables of the following devices are changed:
Configure the Logical Volume Manager SCSI3 (0,0,0) (sda)
Configure encrypted volumes
Configure iSCSI volumes The following partitionsgare going to be formatted:
partition #1 of S (0,0,0) (sda) as extd
SCSI3 (0,0,0) (sda) - 17.2 GB NUTANIX VDISK partition #5 of 3 (0,0,0) (sda) as swap
#1 primary 14.5 GB f extd / .
#5 logical 2.7 GB f swap swap to disks?

<Go Back> switch to yes

<F1> for help; <Tab> moves; <Space> selects; <Enter> activates buttons a noves; <Space> selects; <Ente buttons

By default, the install tool will create system partitions Just approve it automatically by type Enter key on the “Finish
partitioning and write changes to disk

B R R R RRR AR RRRRARR
| ase wait, Installi obal packa #
RS S S S S S S S s

[!!] Finish the installation |

Installation complete
Installation is complete, so it is time to boot into your new system. Make sure to remove
the installation media, so that you boot into the new system rather than restarting the
installation.

<Go Back>

<Tab> moves; <Space> selec <Enter> activates buttons

At the end of the installation, type Enter key to continue During the first boot, Artica is extracted and installed on the
message in order to reboot the server. system

The computer will be rebooted again.
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USING THE INSTALL SCRIPT.

You must understand that Artica is a product that skin, modify the Linux system according to its needs.
It is not intended to install Artica on an already production server.
Uninstalling of Artica is not possible.

If you need to install Artica on an already Debian 9 system, you can use this procedure:
Open a terminal on your installed system.
Run these commands:

wget http://articatech.net/download/v4/install-manuall.sh
chmod 0755 install-manuall.sh
./install-manuall.sh

The install-manuall script will be able to download and install all the required packages.

After installing all packages, reboot the system




THE MENU CONSOLE.

After the installation and on each reboot, a menu console is displayed.
This menu allows you to modify the network configuration, change passwords and set the keyboard language.
On the TOP-left section, the console displays the address to open the Artica Web console

[MAIN-MENU]

Root password and system tasks
Keyboard and Language setup
Processes Monitor
a Web console menu

License License Info

Reboot Reboot this server

Shutdown Shutdown this server

Exit Exit to the shell

Reset the configuration
If you want to restart Artica from scratch and reset settings, you can reset the configuration in the “System” and choose Reset parameters

Confirm the operation to remove all services and parameters.

Remove
This operation will reset settings
Server will be turned to DHCP and all
services will be removed...
Press 'Yes' to continue, or 'No' to exit

CYESE) < No >

A progress bar will show you the execution task.

Removing softwares...
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THE WIzARD

After connecting to the default web page ( https://your-server-
address:9000 ) a browser alert is displayed.

This behavior is normal because the certificate generated by
Artica is a self-signed certificate.

Ask to the browser to continue anyway.

The first wizard page needs you to confirm network parameters
such as host name, DNS, network interfaces parameters.

A

Your connection is not private

Attackers might be trying to steal your information from 192.168.1.71 (for example,
passwords, messages, or credit cards). Learn more
NET:ERR_CERT_AUTHORITY_INVALID

O Help improve Safe Browsing by sending some system information and page content to Google.
Privacy policy

IDE ADVANCED Back to safety

This server could not prove that it is 192.168.1.71; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Proceed to 192.168.1.71 (unsafe) I

Welcome on the Artica project

This wizard will help you to setup mandatories parameters on your server.

Click next to proceed.

Server and domain

timezone: US/Eastern v
Netbios name: articaproxy @
Server domain name: domain.company.tldl
Network &NICs
Network settings will be applied after reboot the server
Network Interface IP Address Mac Address
ethO 192.168.1.71 50:6b:8d:7f-5e:38
Primary DNS server: 192.168.1.118 Ee3
Secondary DNS server: 192.168.1.144 E-3

10
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The second step will ask you a “Virtual information” such as:
1) The eMail address that will be used by default on all services that require to inform an Administrator.
2) The Organization (company name) that will be displayed on the login screen and on some elements that communicate with your
users.

Welcome on the Artica project

This wizard will help you to setup mandatories parameters on your server.
Click next to proceed.

Virtual company

your email address: support@articatech.cbm

Organization: Artica Tech

T

The final step allows you to define the “Manager” account username and password.
The Manager account is a Super-Administrator that has full right on the system (except SSH service)

Artica SuperAdmin

This account is the account used to access to the main Artica Web interface, please remember it.

User name: Manager B}
Password: esscce @
Confirm: sccsee @

m « Build parameters »

After clicking on the “Build parameters” button, a progress bar shows you the installation progress of your new Artica server.

Welcome on the Artica project

wizard will help you to setup mandatories parameters on your server.

You can now enter in the Artica interface using as account name and secret as password.
If you have any questions about this product,

Please refer to our tracker system here:

http://www.artica.fr/support

Enjoy !!!

After the installation, you will be redirected to the login screen.

11
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COMMUNITY OR ENTERPRISE EDITION?

After logins for the first time the Artica Web console ask to you if you want to use Artica in Community Edition or Enterprise Edition.

The difference between the Enterprise and Community edition is the Community Edition is “Enterprise Features” limited.
Some components or some options will not be available in Community Edition.

The Community Edition is free of charge and will never expire.

A licensed Artica server can run Enterprise features with a subscription.

When the Enterprise License period is expired, the Artica server will automatically return back to the Community Edition.

In any cases, Artica will never shut down a main service for an expired Enterprise license.

The whole documentation specifies if the feature is available only with Enterprise License

E Search a computer, a membe! ©10:18:30 EFCpu:1.2%|Mem:27.8% 222 Members a

Ologout 7=
Manager

22 Dashboard

Welcome on the Artica project

Eilog r Artica is an open source software with a Community Edition and #h Enterprise Edition that
requires a license but provides advanced features.
If you plan to use only the Community Edition ( Free of chargeffClick on Use only the Community

Edition button.
In this case, Artica will hide all Enterprise features and let
features.

1 playing only with Community

Use the Community Edition | Use the Enterprise Edition

Copyright Artica Tech © 2004-2018 v4.01.101522 Community Edition

Artica was tested and is fully compatible with ESXi 6x, HyperV, XenServer 5.x, KVM, Proxmox, Nutanix Acropolys ( and above)
After installing Artica on a virtual machine, for better performances, you need to enable optimizations

. . . Search a computer, a membel
Optlmlzatlons Manager E

. © DNS Filterin ®©DNS Queries (©12:17:35
e On the Dashboard, click on the button &

near the hostname.

=& Dashboard

articadns.touzeau.biz #

VMWare Edition

Your system

e Turn on the “Activate system
optimization tuning” . .
«  Click on Apply button. articadns.touzeau.biz ~#

VMWare Edition
Your server

hostname: artic Ftouzeau.biz O]
Activate system optimization tuning:

Enable Intel Celeron support: OEE

Processors: 4 cpu(s):2GHz

Memory: 3.86GB

12
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THE CERTIFICATES CENTER

The certificate center allows you to store and generates all certificates generates to build crypted SSL protocols.
It can be used to enable HTTPS on the proxy and web services, SMTPs and the SMTP service....

The certificate center is compatible with Let’'s Encrypt that allows you to generates a free of charge public certificate.

BUILDING A LET’S ENCRYPT CERTIFICATE.

To build Let's Encrypt certificate your server needs to be contacted by the Let’s Encrypt public web servers in order to verify that you
are the owner of the domain.

Let’s Encrypt is not designed to be used on Internal servers.

During the building certificate, the Web service and the Firewall will be shut down in order to let the process running a micro web server to
allow Let’s Encrypt public servers validating your domain.

Verify the Let’'s Encrypt Automation installation

On the left menu, click on “Your system” item and “Versions”
On the search field, type Encrypt Automation” filter

If no version is displayed on the “Let’s Encrypt Automation” row, this mean it is not installed.
Click on the “Install or update” button.

Versions

System version and softwares versions

Artica Core server Operating system Python packages \
Encrypt Automation n -
Software Very 1
Let s Encrypt Automation: = X Install or update

13
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Generate the certificate

Manager

On the left menu, click on “Your system” item and “Certificates Center”

22 Dashboard

v On the table, Click on “New Certificate”

v" In the Common Name field, set the domain or the fully qualified hostname of your server. = Your system
In our case we want to reach the https://smtp.artica.center URL, our domain will be
“smtp.artica.center”

v" Fill correctly information on the form

v Select 2048 for the encryption Level.

v' After finish, click on the “Generate the Certificate Request”

B Search a computer, amembei @ SMTP Transactions ©12:18:07

Certificates Center

The certificate center allows you to generate SSL certifici ’
New certificate

+ New certificate @lmport & Export This operation will generate both certificate request and self-signed certificate.
If you need to upload your certificate, you will be able to upload your keys after submitting the form

Common Name: smtp.artica.center o]
Country Name: FRANCE v

State or province name: Yvelines

locality name: Orgerus

organization name: Artica Tech
Copyright Artica Tech © 2004-2018 organizational unit name: IT service
Einail addiess: support@articatech.com

Encryption level: 2048 ¥
Expire in (Days): = 730 +

« Generate the Certificate Request »

You will see in the table your certificate but it is not generated.
This means only the CR (Certificate Request) is generated.

Click on the certificate name on the table.

Certificates Center

The certificate center allows you to generate SSL certificate for services that provide SSL features such as Web servers, mail servers...

+ New certificate ~ & Import & Export
Search n -

Common Organization Organizational Unit
Baaat gaeac Email Address

Expi
Name Xpire Name Name

Not generated smtp.artica,cer‘er - Artica Tech IT service support@articatech.com e e

v At the bottom of the form (if Let's Encrypt Automation is installed) you should see the “Let’'s Encrypt Certificate” button.

14
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v" Click on this button.

organizational unit name: IT service
email address: support@articatech.com
Encryption level: 2048

Expire in (Days): i 730

+

v" A confirmation message is displayed.
v' Click on the “Create Certificate” button.

smtp.artica.center: Let’s Encrypt Certificate

smtp.artica.center - Let’s Encrypt

This operation generates a Public free certificate for the designed domain.

It is not designed for Intranet websites since Let’s Encrypt will check your web server on both 80/443 port before generating a
certificate.

Be sure that your Web server is already created and listens on 80 port ( or 443 with a self-certificate ).

CommonName; Smtp.artica.center

email address; ~ support@articatech.com

« Create certificate » I

v' If the generate is failed the progress will be turned in red.
v" You can click on the details link to see events.

smtp.artica.center: Let's Encrypt Certificate

LetalCs Encrypt smtp.artica.center - 100% Failed «Detailss ‘

Leta0 Os Encrypt smtp.artica.center: 100% Failed

smtp.artica.center - Let’s Encrypt

This operation generates a Public free certificate for the designed domain.

Itis not designed for Intranet websites since Let’s Encrypt will check your web server on both 80/443 port before generating a
certificate.

Be sure that your Web server is already created and listens on 80 port ( or 443 with a self-certificate ).

CommonName; ~Smtp.artica.center

email address;  support@articatech.com

« Create certificate »

15
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In most cases, you will see this error

“Failed authorization procedure. your.server.com (http-01): urn:acme:error:connection :: The server could not
connect to the client to verify the domain Fetching http://your.server.com /.well-known/acme-
challenge/G3RoBDc6pX55EgqbZrJrépihcBKIe8A4m2XZAv6dlojk:

Timeout during connect (likely firewall problem)”

This means the Let’s Encrypt servers could not reach the HTTP 80 port of your server.
You have to check your Firewall rules in order to access

If the generation task is a success, your certificate will have a “Let’'s Encrypt Certificate” stamp in the table.

Certificates Center

The certificate center allows you to generate SSL certificate for services that provide SSL features such as Web servers, mail servers...

4+ Newcertificate & Import & Export
Search n -

Common Expire Organization Organlzatlonal Email Address
Name Name Unit Name

smtp.artica.center 20122 Artica Tech IT service support@articatech.com e e

11:57:15 (3 Months)

You will see that the certificate is only for 3 months.
You can perform the same procedure to renew it.

16
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MANAGE THE SYSTEM

TIME AND CLOCK

Set the time is important for Artica, events and statistics are based on the system time.

Set the Time zone and clock

A time zone is a region where the same standard time is used,
On the top menu, click on the displayed time

©11:25:10 B ¥ Cpu:28.4%|Mem:304% 22 Members F Ologout =

The system clock section is displayed and allows you to change the Time zone country and the system Clock.

System clock

System clock

Your computer has two timepieces; a battery-backed one that is always running as the “hardware ", 'BIOS ", or "'CMOS " clock,
and another that is maintained by the operating system currently running on your computer as the ~'system~ clock.

The hardware clock is generally only used to set the system clock when your operating system boots, and then from that point until
you reboot or turn off your system, the system clock is the one used to keep track of time.

timezone (PHP): ~ Europe/Paris

timezone (System): Europe/Paris i
Todiy: = 2018-11-27
Thishour:  11:27:15 (Y

« Apply »

Basically, Artica can act as a time server for your network or a time client.

17
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Set Artica as An NTP time client.
When installing the Time client, your Artica server is designed to be synchronized automatically with a set of time servers.
This is the reason you did not have to manually change the clock when turning Artica to an NTP Time Client
On the Features section search the entry “NTP”.

Click on the Install button under the Enable NTP client mode

Install or uninstall features

This section allows you to install/uninstall available features on your server

select~ | [ Expand

e =

Status Software Action

Uninstalled I Enable NTP client mode

After installing the NTP client, return to the top menu, click on the displayed time

You can modify the schedule to synchronize the clock (by default each 2 hours)

If “Use Specified time servers” is off, the NTP client will choose a public list of time servers according to the chosen country in the
“Default NTP servers” list.

v" You can see the list by clicking on the “NTP servers” mini-button.

SNENEN

System clock

YYour computer has two timepieces; a battery-backed one that is always runningas the “hardware . "BIOS . or "CMOS " clock,

and another i intained by the y y your computer as the “system ~ clock.
The hardware clock is generally only used to set the sy k when your ing system boots, and then from that point until
you reboot or turn off your system, the sy lock is thy d to keep k of time.

timezone (PHP):  Europe/Paris

timezone (System): Europe/Paris
NTP servers
Today: 2018-11-27

Thishour:  14:56:44

\ NTP:Updatedlock: | Each2Hours Default NTP servers:United States
Default NTP servers: France
Search n -
Use specified time servers: [ 9FF]
NTP Servers Mv  Del
us.pool.ntp.org

O.us.pool.ntp.org
1us.pool.ntp.org

2us.pool.ntp.org

3.us.pool.ntp.org

EEE ovscrmrony
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v If “Use Specified time servers” is ON, the NTP client will choose a list of time servers you have to define.
v" You can manage the list by clicking on the “NTP servers” mini-button.

The NTP servers section allows you to add an Internal or Public NTP server

NTP servers

lock,
Search n -

int until

NTP Servers Mv Del.
Nores
NTP servers New Server
New Server

NTP: Update clock: Each 2 Hours
Where cani find a time server ?

Default NTP servers: France . As defaults servers will assign you timeservers from all over the world, time
quality will not be ideal.

. You get a bit better result if you use the continental zones (For example
europe, north-america, oceania or asia.pool.ntp.org), and even better time if
you use the country zone (like ch.pool.ntp.orgin Switzerland)
| -for all these zones, you can again use the 0, 1 or 2 prefixes, like
O.ch.pool.ntp.org.

Note, however, that the country zone might not exist for your country, or
might contain only one or two timeservers.

If you know timeservers that are really close to you (me; by network
distance, with traceroute or ping), time probably will n better.

Server address: 0Ofr.pool.ntp.org

NSCrypt Proxy

After added your NTP servers, you can click on Synchronize to update your server’s clock

Each 2 Hours v

France

ol ]
K
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BACKUP/RESTORE CONFIGURATION. = T—

THIS FEATURE IS AVAILABLE IN ENTERPRISE EDITION.
&= Your hard disks

Artica produce container called “snapshot” . A snapshot is a container that stores all settings that allows you to
rebuild the configuration or duplicate the current settings to a new server.
Snapshots can be generated manually or can be scheduled.

Create a snapshot

On the left menu, open “Your system” and “Backup” link
Select Snapshots tab
Click on Create a snapshot button

Snapshots

A snapshot is a container that stores all parameters of your Artica server.
With a snapshot, you will be able to restore your current settings to a new Artica server

Parameters Snapshots Schedule

+Createasnapshot (@ Upload a snapshot

Date File Name Size

No

v After created, you can see the snapshot container in the table
v" The snapshot can be locally restored by click on the restore column or downloaded by clicking on the link.

Snapshots

A snapshot is a container that stores all parameters of your Artica server.
With a snapshot, you will be able to restore your current settings to a new Artica server

Parameters Snapshots Schedule

+Createasnapshot (@ Upload a snapshot

Search n -

Date File Name Size ReSgpre Delete

01:20-18 872404cd52403825(8f0222bd183dc tar.gz 344MB ° °
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Snapshot parameters
The parameters section allows you to
v" Modify the storage directory where your snapshots are stored on the local disk.

v' The Max containers allows you to specify how many containers you want to keep in the storage directory
v' If you define a passphrase, snapshot container will be crypted using aes256

Parameters Snapshots Schedule
Parameters
Storage directory: /home/artica/snapshots Browse._.
Max containers: - 3 +
Passphrase: Passphrase ®
Passphrase (Confirm) ®

Backup );oﬁr sna_pshots on a remote NAS

v" You can store your snapshots outside the Artica appliance using an SMB connection to a NAS file system.
v Fill the form with the credentials that allows Artica to create directories in the shared folder.

Backup your Snapshots

Artica is able to backup it's configuration file to a remote NAS fil

This task will export to a compressed file the whole server tion in order to restore it or duplicate it.

Use remote NAS system:

hostname: 192.168.1.17

Shared folder name: Public

User name: Administrateur

Password: | Password

Password (Confirm)

« Test your connection... »

v' Artica will create a folder with its hostname and “snapshots” directory.
v" In our example, the target directory will be \\192.168.1.17\Public\artica.domain.tld\snapshots
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THE sYSTEM SWAP

Swap space in Linux is used when the amount of physical memory (RAM) is full.

If the system needs more memory resources and the RAM is full, inactive pages in memory are moved to the swap space.
While swap space can help machines with a small amount of RAM, it should not be considered a
replacement for more RAM. -
Swap space is located on hard drives, which have a slower access time than physical memory. = Your system

When installing Artica with the ISO file, the system did not create any SWAP space

The SWAP can be managed using the left menu under “Your System/Memory swapping”

The section will show you the current swap space configured on your system.
if “Munin” feature is installed you can show statistics of your system SWAP

Memory swapping

Swap space in Linux is used when the amount of physical memory (RAM) is full.

If the system needs more memory resources and the RAM is full, inactive pages in memory are moved to the swap space.
While swap space can help machines with a small amount of RAM, it should not be considered a replacement for more RAM.
Swap space is located on hard drives, which have a slower access time than physical memory.

Memory swapping Parameters Statistics

4+ NewSwap Space v Re-scan the system disk
Path % Type Size Used Action
/dev/sda5 partition 7.91GB OKB =

Adding Swap Space
Click on the button “New Swap Space”
Define the directory that will store the swap file and set in MB the available space.

Click on Add button
New Swap Space \

Path: /home/swaps Browse_..

Size (MB): - 102

B3
+
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Removing a SWAP space

SWAP space using a disk partition cannot be removed

Click on the trash icon on the swap row you want to remove.

Memory swapping

Swap space in Linux is used when the amount of physical memory (RAM) is full.

If the system needs more memory resources and the RAM is full, inactive pages in memory are moved to the swap space.
While swap space can help machines with a small amount of RAM, it should not be considered a replacement for more RAM.
Swap space is located on hard drives, which have a slower access time than physical memory.

Memory swapping Parameters Statistics
4 NewSwapSpace v Re-scan the system disk
Path % Type Size Used Acti
/dev/sda5 partition 7.91GB OKB
/home/swaps/1547398633.swap file 1024MB OKB

RESTful API

List all swap spaces

GET https://192.168.1.1:9000/api/rest/system/swap/list

Return a json with all swap spaces details.

Create a new swap space

POST https://192.168.1.1:9000/api/rest/system/swap/new

With POST values:

path=directory where to store swap file.
size=size in MB of the swap space.

Delete a swap space

POST https://192.168.1.1:9000/api/rest/system/swap/delete

With post values

path=full path where the swap file is stored.

Clean all swap spaces

GET https://192.168.1.1:9000/api/rest/system/swap/clean

This action will reset the swap to 0
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RESTFuL API SERVICE

The RESTful API allows you to perform system tasks using RESTful commands. (THe REST API SERVICE IS AVAILABLE WITH ENTERPRISE EDITION).
Install the System RESTful service.

On the “Your system” and “Features”, search RESTful term.
Install the feature “System API RESTful’

This section allows you to install/uninstall available features on your server

-] s
K-

Status Software
ujre activated
Uninstalled System API RESTFul
Uninstalled RESTful API for Proxy service

After installing the RESTful feature, display or edit the REST API KEY in the “Your System” and Restful section.

RESTFul API for managing the system

Allow managing the System with RESTFul protocol

RESTful APIKEY

API Key: IPdUITCHuYEaFEbc5AceaKcZXZRjGuwF

opyright Artica Tech © 2004-2018 v4.02.122817 Enterprise Edition | UpTime: about 29 Days

This REST API Key can be used to allow query/set all RESTful API section (LDAP database, proxy, categories...)
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System information

GET https://192.168.1.1:9000/api/rest/system/info

Produce an array of system information such as CPU percentage, Memory percentage, memory infos, hardware infos...
Network interface

Change a network interface parameter

POST https://192.168.1.1:9000/api/rest/system/interface/[ifname]

Where [ifname] is the interface name

Example:

Sch = curl init();

SCURLOPT_HTTPHEADER[]="Accept: application/json";
$CURLOPT_HTTPHEADER[]="Pragma: no-cache,must-revalidate";

SCURLOPT_ HTTPHEADER[]="Cache-Control: no-cache,must revalidate";
$CURLOPT_HTTPHEADER[]="Expect:";

SCURLOPT_ HTTPHEADER[]="ArticaKey: kyM6ixXavn8sE7P9GoBYgX3by6ZaRCc5";

//Change the Interface settings of ethO
SMAIN URI="https://192.168.1.173:9000/api/rest/system/interface/eth0";

curl_setopt($ch, CURLOPT HTTPHEADER, $CURLOPT_HTTPHEADER);
curl setopt ($ch, CURLOPT_TIMEOUT, 300);

curl setopt ($ch, CURLOPT URL, $MAIN URI);

curl_setopt(sch, CURLOPT_RETURNTRANSFER, 1);

curl setopt ($ch, CURLOPT SSL VERIFYHOST,0);

curl setopt ($ch, CURLOPT SSL VERIFYPEER,0) ;

$POSTz= array (
"IPADDR"=>"192.168.1.23",
"NETMASK"=>"255.255.255.0",
"GATEWAY"=>"192.168.1.1"
"BROADCAST"=>"192.168.1.255",
"METRIC"=>"1",
"DEFAULT_ROUTE"=>"1");

curl setopt ($ch, CURLOPT POSTFIELDS, $POSTz);
Sresponse = curl_exec($ch);

Serrno=curl_errno ($ch);
if (Serrno>0) {

echo "Error S$errno\n".curl error($ch)."\n";
curl_close (Sch);
die();

}
SCURLINFO_HTTP_CODE=intval (curl_getinfo ($ch, CURLINFO_HTTP_ CODE)) ;

if($CURLINFO_HTTP_CODE<>200){
echo "Error $CURLINFO_HTTP_CODE\n";
die();
}
$json=json_decode ($response) ;
if (!$json->status) {echo "Failed $json->message\n";die();}
echo "Success\n";

Apply network configuration to the system

GET https://192.168.1.1:9000/api/rest/system/interface/reconfigure
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Change the server hostname

GET https://192.168.1.1:9000/api/rest/system/hostname/srvprox0l.acme.corp
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THE FEATURES SECTION

The features section (located in “Your System/Features”) is the central point that helps you to create your Artica server behavior.

It lists available software that can be installed and managed on your system.

Install or uninstall features

This section allows you to install/uninstall available features on your server

Status Software
Network services

Uninstalled MultiPath TCP Kernel
Uninstalled Configure wireless network interfaces

Uninstalled Intel Wifi drivers

BEZZE  ONs Cache service

The table store 8 features you can filter with the “select” button:

Proxy features: Is the main part of the HTTP/SQL/Load-balancing proxy and can
switch your server to an “Artica Proxy” server.
You will find here the Web-filtering feature, the Web-application-Firewall feature...

Messaging: Is the main part of the SMTP/IMAP service that can switch your server
to an SMTP relay with Anti-SPAM and mailboxes servers.

Monitoring: Allows you to install service to help you monitor your Artica server
performance.

Network service: Allows you to install all services related to a gateway such, the
DHCP service, the DNS service, the reverse and Web service, the VPN service...

Network security: Allows to securize a network or the Artica Network with the
Firewall, the Universal Proxy server,the antivirus, the IDS...

Members services: Allows you to install “Members databases” such has MySQL
service and the local OpenLDAP database.

Search

Action

¢
E

<
H

<
il

A\ Require installed MySQL database server

Install or uninstall features

ks section allows you to install/uninstall available features on your server

(O Only Active

@ Proxy features

@ Messaging I

@ Monitoring |ces
Network i

© Network services TCP Kernel

@ Network Security

Wwireless network interfaces
@ Members services

@ Data transfert Irivers

@ Statistics R
iservice
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The Expand/Collapse button allows you to display/hide the description of each available service.

Install or uninstall features

This section allows you to install/uninstall available features on your server

Status

Software

Network services

Uninstalled

MultiPath TCP Kernel

MultiPath TCP Kernel allowing a Transmission Control Protocol (TCP) iple paths to maximize ge and Increase r

The redundancy offered by Multipath TCP enables inverse multiplexing of resources, and thus increases TCP throughput to the sum of all avallable link-level channels Instead of
using a single one as required by plain TCP.

Multipath TCP is backward compatible with plain TCP.

IT s particularly useful in of multiple Wi-F1 and amobile network Is a typical use case).

Italso brings performance benefits In datacenter environments.

In contrast to Ethernet channel bonding using 802 3ad link aggregation, It can balance a single TCP connection across multiple Interfaces and reach very high throughput

Configure wireless network interfaces
Enable possibilities to connect the server to a WIFI network or define this server has a WIFI router.

Intel Wifi drivers
Allow your Artica server to manage your Intel WIF! interface cards

DNS Cache service

Search

Ll

Action

+ Install

+ Install

+ Install

:
E

A Require installed MySQL database server

The expanded table display a description of each available service.
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RESTful API

The RESTful API of the features section allows you to query available features and order ARTICA to install/uninstall features.

Get the list of available features:

GET https://192.168.1.1:9000/api/rest/system/features/list

Return a json with “features” keys

The “features” keys are array of features in this way:

$json=json_decode ($response) ;
if (!$json->status) {echo "Failed $json->message\n";die();}
echo "Success\n";

$features=$json->features

// SKEY FEATURE will be used to install/uninstall the feature

foreach ($features as $KEY FEATURE=>$infos) {
SproductName=$infos->TITLE // Feature name
SproductDescription=$infos->EXPLAIN // Description of the feature
SproductInstalled=$infos->INSTALLED // True of False.
$SEngineStatus=$infos->INFO // Installed/Uninstalled or the reason of unavailable feature.
$Savailable feature=$infos->AVAILABLE //True of False if the feature is allowed to be installed.

Install a feature

GET https://192.168.1.1:9000/api/rest/system/features/install/$KEY

$KEY is the main key found in the feature list, for example to install the proxy service:

GET https://192.168.1.1:9000/api/rest/system/features/install/proxy service

Return a status code 200 if the command is accepted and executed

Uninstall a feature

| GET https://192.168.1.1:9000/api/rest/system/features/uninstall/$KEY

$KEY is the main key found in the feature list, for example to uninstall the proxy service:

GET https://192.168.1.1:9000/api/rest/system/features/uninstall/proxy service

Return a status code 200 if the command is accepted and executed
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ARTICA WEB CONSOLE

CHANGE THE WEB CONSOLE LANGUAGE

I

Language can be modified by created account. E ——
After logging on the Web console

On the left menu click on the member name.

Manager

rout

On the “language” drop-down list, select the desired language and click on appl btton

8 .

E Recherche un ordinateur, un @Requites (©12:14:05 FCpu:7.5% | Mem:14.9% & Membres
Manager

28 Tableau de bord

Manager/Administrateur

Nomdutilisateur:  Manager 0]
Motdepasse:  eesese ®
...... ®

Malangue:  English

Police de caractéres: Lato
Utiliser les listes déroulantes standards: ] o ]

Titre de la console dans le navigateur:  %s (%v)

« Appliquer »

(Not all parts of the web page will be modified, if you want to change all the web page part, click on the F5 key in order to refresh totally the web console.)

AUTH LINK
AUTH Link allows you to enter the Artica Web console without Bl seorch:computer, amembe:
need to login. It creates a link that automatically sends your haager

credentials to the Artica system.

My Account

28 Dashboard

On the left menu, open Your Account articaproxy.domain.company.tid -

Used CPU Memory used Loi
0%/100% 654.41 MB/2.35GB 0.2

Select the button “Auth Link”

) Déconnexion ¥
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Manager/Administrator

User name: Manager B]
Password:  sseses ®
®

My language: ~ None =
Fontfamily:  Lato v

Use standard drop-down lists:  [_] 9 ]

Administration interface browser title: 9%s (%v)

Click on the button “Create the Authentication Link.”

Auth Link

Auth Link

The Authentication link is a specific URL that allows you to enter into the Artica Web console management without posting
your credentials.

In this case, if you save the link in your bookmark, you will be able to quickly enter into the Artica.

Pay attention that this URL should not be shared...

I the link is not correct, i 2404 Not found on the

« Create the Authentication Link »

Copy the link, disconnect from the console and type this new link on your browser, you will be logged automatically.

Auth Link

Auth Link

The Authentication link is a specific URL that allows you to enter into the Artica g without posting
your credentials.

In this case, if you save the link in your bookmark, you will be able to quickly enter into the Artica.

Pay attention that this URL should not be shared...

If the link is not correct, Artica will sends a 404 Not found on the Authentication page

link: https://192.168.1.71:9000/auth/37fa5616dec38afc0009f1a1c3af0a68

« Update the Authentication Link »

ARTICA WEB CONSOLE LISTEN PORT AND CERTIFICATE

If you want to run the Artica Web console on the 443 port and use an official certificate (Let’s encrypt for example):
On the left menu, select “Your system” and “Web console”

Modify the listen port to 443 and select the desired certificate.
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= Your system

Web interface settings

Change the main web interface HTTP Engine parameters and performances

6

Web Console General settings

Running

since 2 weeks, 4h 23mn 20s Warning: Use the 80/443 port for Artica Web administration interface is not
Memory used: 832 KB recommended because you should encounter some Web interface issues

Web interface settings

# Certificates Center

[ Web Console

1 Versions

l‘ listen port: = 9000 B +

PHP Engine Listen interface: Allinterfaces v
Running )
SSL security
since 3d 8h 50mn 38s
Memory used: 60.49 MB
Certificate: None v
ble SSLv2,TLS 1.0,1.1: OFF

Cipher suites: ECDHE-RSA-AES128-GCM-SHA256:ECD}

« Apply »

If your Web console listens the 443 port, be carrefull if you using the Web service “NgInx”,
you should encounter a port conflict issue

o use the 2 services on the same port, use 2 networks Interfaces in order to
bind each service to the specific Interface.

An other way is to let the 9000 port open on the Web console and use the
reverse-proxy feature in order to redirect the Web console requests to the 3]
3:18:20 ECpu:1.3%|Mem:38.9% %22 Membé (M Logout

loopback interface on the 9000 port.

© 52 System packages that should be
updated/upgraded

After apply settings the top icon will display a notification to reboot the Web
console.
mances © Reboot the Web console

After reboot the console, change to the defined port on your browser to
access again to the Artica Web console.

© Locales are not defined

yinterfac
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RESET TO DEFAULT SETTINGS

If your Artica Web console is unavailable and you want to reset all settings to the default open the system console.

v" Select the Weblnterface menu.

v' Choose “RESET” menu in order to return back to the 9000 port and self-signed certificate.
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MONITORING THE SYSTEM

THE ADVANCED MONITORING SERVICE

The Advanced Monitoring service (aka Netdata) is a system for distributed real-time performance and health monitoring.

It provides unparalleled insights, in real-time, of everything happening on the systems it runs (including containers and applications such as web
and database servers), using modern interactive web dashboards.
A Demo is available here http://london.my-netdata.io/default.html#menu_system submenu_cpu;theme=slate

Installing the service

On Your system, select “Features”, type “Advanced Monitoring service” in the search field.

Install or uninstall features

This section allows you to install/uninstall available features on your server

Advanced Monitoring se n

Status Software Action

Uninstalled Advanced Monitoring service

Access to statistics

On the TOP menu, a new link “Monitor” is displayed, click on it to see statistics of your Artica server.

® Monitor |® 11:54:25 ECpu:7.7% | Mem:35.1% 22 Members g Ologout I=
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my-netdata ~ smtp.touzeau.biz

0.00

Applications Monitoring

this wikipedia article

The dashboard will be switched to new realtime graphs:

#2Dashboard smtp.touzeau.biz #

= Your system

i3 Network & NICs N Used CPU (1 CPUS) B Load
S DNS

I Statistics oid

B Logs center

& Databases

= softirg === user

Memory used 640.63MB/1.96GB

112
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THE LDAP SERVER SERVICE

The LDAP database is used by Artica in order to manage members.

This database can be used by the proxy service (see LDAP Authentication), the messaging service, the file-sharing service and the Artica Web
console itself to manage administrators privileges.

The LDAP service can be installed in the Features section

in “Members services/LDAP Server.”

Members services
Uninstalled FreeRadius + Install

Uninstalled MySQL database server

Installed LDAP server

OPENLDAP SERVICE PARAMETERS.

Main settings of the LDAP service can be displayed on the left menu “Databases/LDAP server.”

Llsten Interface: By default the LDAP Server B Search a computer, a membel @ Request: © 08:48:02 & Cpu:3% | M 30.7% "2 Memb: OLlogout
serves only the loop back address because all
services used by Artica don’t need to access

LDAP server

the database externally

The OpenLDAP service is a standard database that allows you to manage members, administrators locally.
With the OpenLDAP service you can authenticate your members for Internet accesses.

LDAP suffix: Is the main LDAP branch used
to store users

LDAP Database parameters

oy

Multi-Domains: If enabled, Artica will use the

LDAP service LDAP database, I P! the OpenLDAP settings
eMail address has the login username. In this Running
case, users need to put their eMail address to since 2h 16mn 355 General settings
log in to all services that use LDAP. ekt
& Restart Listen interface: Loopback (127.0.0.1)
Log level: is the trace level used for the LDAP LDAP Suffix:  de=domain de-company.de-tid o

Multi-domains: u

Loglevel:  Basic

service (logs are stored in syslog)

£ LDAP server

Restart periodically OpenLDAP service: If
turned on then Artica will restart OpenLDAP Lock LDAP configuration: oFF
service at 6h30,12h30,3h30

Allow anonymous login: OFt

Restart service each: Define the period that will stop and start the

. . Configuring the LDAP BDB subsystem
LDAP service in order to refresh memory.

size of the shared memory buffer pool (MB): - 5 +

Lock LDAP configuration: If enabled, Artica will not modify the

/etc/ldap/slpad.conf and let you change it. - | 1000 +

number of entries maintain in memory:

Allow anonymous login: Permit to read the LDAP database without
need to be logged as a member.
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MANAGE LDAP MEMBERS/GROUP

On the TOP menu, you will find a link called “Members” that allows you to manage Members items.
©03:45:21 ¥ Cpu:19.1% | Mem:32.3% p O Logout

A table is displayed and allows you to search for members and groups.

to create a user, click on the button “New member”

My members

Search Go!

Search n -

Display Name EMail Address Office Phone Groups

No results

A wizard is displayed and ask to you in which organization the member must be stored.
You can choose in the drop-down list an already organization or you can create a new organization by adding the new organization name in
the “Create a new organization” field.

E New Member » You are in the organization

Create a new organization: Create a new organization |

Organization: Articatech .

/ =

Define the group that will store the user
You can create a new group. Set the group name in the “new group” field or select an already created group by choosing it in the “Group”

drop-down list.

’ New Member » Articatech » Group

\ Organization: Articatech |

Newgroup:  Administrators

Group: None

Domain: None |

e Set the first name and last name of the new member.

e Set the email address

e The user id: is the account that the user will use to be logged on services that use LDAP authentication.
If you did not see this field, it means the login name using the eMail address.

e Set the user password.
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New Member » Articatech » Administrators

Organization:
Group:

Domain:

First Name:

Last Name:

eMail address:

Userid:

Password:

Articatech

Administrators

David a
Touzeau
david.touzeau@company.com

david.touzeau

°

sesssssssssses

By default the LDAP database is OpenLDAP service parameters.enabled (sez OpenLDAP service paraMeTERS.) That enables the
eMail address has the login user.

After click on the Add button, a progress bar is displayed that shows you the progress of creating the user.

25% David Touzeau Save

25% David Touzeau Save

New Memir » Articatech » Administrators

| Organization:
Group:

Domain:

First Name:

Last Name:

eMail address:

User id:

Password:

Articatech

Administrators

David @
Touzeau

david.touzeau@company.com

david.touzeau

The table will display your new member and the created group.

My members

Search

Display Name EMail Address

58  Administrators -

& David Touzeau

Search
Office Phone Groups
00.00.00.00.00 Administrators
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RESTful API for managing LDAP users.

Artica provides RESTful API in order to manage LDAP members (THe REST API SERVICE IS AVAILABLE WITH ENTERPRISE EDITION).
To manage members and groups with REST API, you need to enable the feature thought features service

Install or uninstall features

This section allows you to install/uninstall available features on your server

B

Status Software Action
=rn LOAP erver
Uninstalled LDAP server RESTFul

After installing the feature, on the left menu, use “Databases/LDAP server”
You will see that the Restful APl is active in the satus.

LDAP server

The OpenLDAP service is a standard database that allows you to manage members, administrators locally.
'With the OpenLDAP service you can authenticate your members for Internet accesses.

6

LDAP Database parameters

LDAP service tti d on an LDAP datab: lize, optimize the OpenLDAP settings
Running
since 21mn 42s General settings
Memory used: 8.24 MB
Listen interface: Loopback (127.0.0.1) v

Z Restart

LDAP Suffix: dc=nodomain

Multi-domains: (]

RESTful AP
l‘ Active Loglevel:  Basic v

On the right side, in the form you can see the RESTful API Key. You can modify it if you want.

Configuring the LDAP BDB subsystem

size of the shared memory buffer pool (MB): =15 +

number of entries maintain in memory: - 1000 +

RESTFul API

APl Key: kyMé6ixXavn8sE7P9GoBYgX3by6ZaRCc5

« Apply »

This api key must be added in the HTTP header of the request, the header name is “ArticaKey”
Using curl, you need to run :

curl --header "ArticaKey: kyM6ixXavn8sE7P9GoBYgX3by6ZaRCc5" https://192.168.1.250:9000/api/rest/ldap/ [function]

The response will be a json and a boolean field status (true/false) is sent to indicate if the command is a success.
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Manage organizations

List LDAP organizations

GET: https://server:9000/api/rest/ldap/organization/list

Create MyCompany organization:

| POST: https://server:9000/api/rest/ldap/organization/create + field= “name”

PHP example width curl:

Sch = curl init();

SCURLOPT_HTTPHEADER[]="Accept: application/json";
$CURLOPT_HTTPHEADER[]="Pragma: no-cache,must-revalidate";

SCURLOPT HTTPHEADER[]="Cache-Control: no-cache,must revalidate";
$CURLOPT_HTTPHEADER[]="Expect:";

SCURLOPT HTTPHEADER[]="ArticaKey: kyM6ixXavn8sE7P9GoBYgX3by6ZaRCc5";

SMAIN URI="https://192.168.1.173:9000/api/rest/ldap/organization/create";

curl_setopt(sch, CURLOPT_HTTPHEADER, $CURLOPT_HTTPHEADER);

curl setopt ($ch, CURLOPT_ TIMEOUT, 300);

curl setopt ($ch, CURLOPT URL, $MAIN URI);

curl_setopt($ch, CURLOPT_RETURNTRANSFER, 1);
curl_setopt($ch,CURLOPT_SSL_VERIFYHOST,0);

curl setopt ($ch, CURLOPT SSL VERIFYPEER, 0) ;

$POSTz=array ("name"=>"MyCompany") ; // Create the MyCompany Orgnization

curl setopt ($Sch, CURLOPT POSTFIELDS, $POSTz);

Sresponse = curl exec(S$Sch);
Serrno=curl_errno ($ch);
if (Serrno>0) {
echo "Error S$Serrno\n".curl error (Sch)."\n";
curl close(Sch);
die();
}

$CURLINFO_HTTP CODE=intval (curl getinfo ($ch, CURLINFO HTTP CODE)) ;

if($CURLINFO_HTTP_CODE<>200)(
echo "Error $CURLINFO_HTTP_CODE\n";
die();
}
$json=json_decode ($response) ;
if (!$json->status) {echo "Failed $json->message\n";die();}
echo "Success\n";

Delete MyCompany organization:

| GET: https://server:9000/api/rest/ldap/organization/delete/MyCompany

List members inside MyCompany organization:

| GET: https://server:9000/api/rest/ldap/organization/MyCompany/members

Manage Groups inside an Organization

List groups in MyCompany

| GET: https://server:9000/api/rest/ldap/organization/MyCompany/groups/list

Create a group inside MyCompany

| POST: https://server:9000/api/rest/ldap/organization/MyCompany/groups/create + field= “name”

Delete the group Administrator inside MyCompany with gidnumber 500

| GET: https://server:9000/api/rest/ldap/organization/MyCompany/groups/delete/500
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Create a member Jhon.doo inside MyCompany and the group with gidNumber 500

| POST: https://server:9000/api/rest/ldap/organization/MyCompany/groupJKUIs/500/add + fields

PHP example:

Sch = curl _init();

SCURLOPT_HTTPHEADER[]="Accept: application/json";

SCURLOPT HTTPHEADER[]="Pragma: no-cache,must-revalidate";
SCURLOPT_HTTPHEADER[]="Cache-Control: no-cache,must revalidate";
$CURLOPT_HTTPHEADER[]="Expect:";

$CURLOPT_HTTPHEADER[]="ArticaKey: kyM6ixXavn8sE7P9GoBYgX3by6ZaRCc5";

S$MAIN URI="https://192.168.1.173:9000/api/rest/ldap/organization/MyCompany/groups/500/add";

curl setopt ($ch, CURLOPT HTTPHEADER, $SCURLOPT_ HTTPHEADER) ;
curl setopt ($Sch, CURLOPT TIMEOUT, 300);
curl setopt ($ch, CURLOPT URL, $MAIN URI);
curl setopt ($ch, CURLOPT RETURNTRANSFER, 1);
curl_setopt($ch,CURLOPT_SSL_VERIFYHOST,O);
curl setopt ($Sch, CURLOPT SSL_ VERIFYPEER, 0);
$POSTz=array (

"uid"=>"Jhon.doo",

"DisplayName"=>"Jhon doo Mhain",

"givenName"=>"Jhon",

"name"=>"doo Mhain",

"password"=>"123456"

)

curl setopt ($ch, CURLOPT POSTFIELDS, $POSTz);
Sresponse = curl_exec($ch);
Serrno=curl_errno ($ch);

if (Serrno>0) {

echo "Error S$errno\n".curl error($ch)."\n";
curl_close (Sch);
die();

}
SCURLINFO_HTTP_CODE=intval (curl getinfo ($ch, CURLINFO_HTTP_CODE)) ;

if (SCURLINFO HTTP_ CODE<>200) {
echo "Error SCURLINFO HTTP CODE\n";
die();

}

$json=json_decode ($response) ;
if (!$json->status) {echo "Failed $json->message\n";die();}
echo "Success\n";

Unlink Jhon.doo inside MyCompany from the group with gidNumber 500

| POST: https://server:9000/api/rest/ldap/organization/MyCompany/groups/500/unlink + field= “uid” |

Link user Jhon.doo inside MyCompany to the group with gidNumber 500

| GET: https://server:9000/api/rest/ldap/organization/MyCompany/groups/500/Jhon.doo |

Manage members

Get Jhon.doo member information

| GET: https://server:9000/api/rest/ldap/member/Jhon.doo |

Remove Jhon.doo from database

| GET: https://server:9000/api/rest/ldap/member/Jhon.doo/delete |

Update Jhon.doo informations

| POST: https://server:9000/api/rest/ldap/member/Jhon.doo/update |

Fields are:

"uid"=>"Jhon.doo",
"DisplayName"=>"Jhon doo Mhain",
"givenName"=>"Jhon",
"name"=>"doo Mhain",
"password"=>"123456"
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SSH SERVICE

INSTALL THE SSH SERVICE

If you need to enter the Artica system using SSH, you have to install the OpenSSH server.
On the left menu, use “Your system” and “features” option to open the features section.

In the search box, type “ssh” and click on the button “Install” under the “OpenSSH server” row.

Install or uninstall features

This section allows you to install/uninstall available features on your server

Status Software / Action

Uninstalled ~ OpenSSH server

A Require activated OpenSSH server

This feature allows you to enter into the system with “root” account and “artica” as the default password with an SSH client.

THE SSH WEB CONSOLE

If you want to enter into the system using SSH web console, after installing the OpenSSH server, install the “SSH system console”.

Install or uninstall features

This section allows you to install/uninstall available features on your server

o

Status Software Action

m OpenSSH server + uninstall
Uninstalled SSH System Console
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The Web SSH console is available using the right menu and “System console” menu.

This will open a web console that simulates a connection using SSH client.

[Cpu:31.1% | Mem:32.1% %2 Members ' O Logo

root@articaproxy: /home#

@ Shell In A Box - Morilla Firefox - o X Help & Support

® £ https//192.168.1.144:9000/ssh/ e 9 ﬁ‘ = @ Video tutorials
127 login: root A N )
root@127.0.0.1's password: % Creareitickes
Last login: Mon Aug 20 23:54:05 2018
root@articaproxy:~# ls Search B Support package
DEBIAN_INSTALL_PACKAGE >
root@articaproxy:~# cd /home ction System
root@articaproxy:/home# ls 02 Services stows
ArticaStats ArticaStatsDB dhcpd logrotate_backup squid ufdb-templates
ArticaStatsBackup artica logrotate logs-backup ufdb  ufdbcat >_ System console

Restrict the SSH access to the
Web console.

If you did not want to open the TCP 22 port and keep access to the Artica system using only the Web console, on the left pan, choose “Your

System” and “OpenSSH server’ menu.

Under the “General settings” section, turn on the “Allow access only through Web console” and click on “Apply” button.

OpenSSH server 7.4p1 Debian-10+deb9u4

OpenSSH (OpenBSD Secure Shell) is a set of progs p ing encrypted

Events

Status

General settings

ion sessions over a computer network using the ssh protocol.

1]

OpenSSH server

Allow access only trough Web console:

Running

since 10mn 15s
Memory used: 3.25 MB

& Restart

Configfile

Use banner:

Listen interface:

listen port:

Strict modes:

Permit Root Login:

Allow only specified groups:

Limit access:

Allinterfaces v

) 22
=l
)

Allow only specified groups

[Tor [

This option will force the OpenSSH server to run only on the loop back interface for the SSH Web console.

Access externally to the SSH server will not be possible.
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THE SYSLOG SERVICE

The syslog service is able to receive events from any Linux/Artica servers in order to store them and
perform a central syslog server.

By default, Artica use the local syslog service in order to store local events.

Enable this service allows you to transform your Artica server into a syslog receiver.

Syslog server

INSTALL THE SYSLOG FEATURE

e Go into the feature section

e  On the search field, type “syslog”

Artica Clients.

e  Click on Install button on the syslog Daemon service row

B

Status Saftwara Action

Uninstalled Syslog Daemon service

e By default, the syslog service wait data on the 514 UDP port.

e You can manage the syslog service by using the left menu “Logs center” and “Syslog Daemon service”

Bl scorchacomputer, amembe ©152832 WCpusS6%|Mem223% 1&Members B (Dlogout

David

Syslog Daemon service v8.24.0

This feature allows you to transform an Artica server into a syslog receiver.
Each remote Artica servers are able to send their syslog events to this server in order to store them in & central way.

Status

General settings

b

Syslog Daemon

Disable UDP sockets:

- Listen interface: Interface ethO (eth0) v
§ Running
= Syslog Daemon service I since 1h 52mn 21s listenport: = = 514 g +
Memory used: 2.05 MB
TCP/IP protocol
T Restart P
Enable TCP/IP sockets: (Gl ]

listen port: - 5514 +
usess.:  [EEH]
Certificate: None v
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SECURING YOUR SYSLOG SERVER WITH TLS (SSL)

You should want to enable encryption on the syslog stream since private information, including credentials, could be getting passed from
client to server in the logs. In this document, we will be using self-signed certificates, including a self-generated CA certificate

e Go to System / certificates center and generate a new self-signed certificate.

On the syslog service parameters:

e Turn on the Enable TCP/IP sockets option.
e Define the port in the listen port field
e Turn ON “Use SSL” option
e On the drop-down list, choose the generated self-signed certificate.
e Click on Apply
General settings
l‘ Disable UDP sockets: [_] OFF ]
Syslog Daemon
” Listen interface: Interface ethO (eth0) v
Running
since 2h 1mn 2s listen port: = | 514 B +

Memory used: 2.13 MB

oR TCP/IP protocol /

Enable TCP/IP sockets: [l )

listen port: - SSV +

Use SSL:

Certificate: syslog.touzeau.biz v

/ =

DNS SERVICES.

Artica offer 2 main services for providing DNS services.

1. The PowerDNS system:
Is a complete DNS service used by many ISPs and claim to be a Public DNS server.

2. The DNS Cache service:
Is a simpler DNS service used to cache DNS items.
It provides DNS filtering features and DNS crypt filtering feature.
It is designed to be an Internal DNS as a real friend of a Windows DNS service.

THE DNS CACHE SERVICE SONs

£ DNS Cache service

The DNS Cache service (aka Unbound )) is used to accelerates DNS answers for your Artica server or your
internal network. It is a very secure validating, recursive, and caching DNS server.

It uses a strong cache system and a prefetch feature in order to prepare DNS answers.

The DNS Cache service is installed and enabled by default when installing Artica for the first time.

The DNS cache service can be extended with the DNS Filter feature.
With this filter feature you can fake resolutions of unwanted sites according categories.
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Enable logging.
By default, queries are not logged, if you want to get an history of all DNS queries you have 2 ways.

1. Write to a local file.
2. Send queries to a syslog daemon.

In both ways (log to a file and send to syslog) events will be stored in /var/log/unbound.log file.

Write to a local file

On the DNS Cache service main section, turn ON the “log queries” option.
When using this option, Artica will be able to keep old logs and to store them according to the “Legal logs” feature.

DNS Cache servicev1.7.3

The local cache DNS service is designed to speedup Internet access by reducing the DNS queries latency.

Status Cache Statistics

Local DNS service

l‘ Display server name and version: ok

DNS Cache service UseInternet Root DNS Servers: [ °F ]
Running Listen Network Interfaces:
since 2h 30mn 54s
Memory used: 24.13MB Listen only the loopback interfac

Ouf

£ Restart

This option will display a new top menu called “DNS Queries”. It allows you to search events and display the last DNS queries from your

Log queries:

Network.

E Search a computer, a membel

@ DNSFiltering

P18:47:46 ¥ Cpu:4.6% | Mem:69.8%

@ DNS Queries $

DNS Cache servicev1.7.3

The local cache DNS service is designed to speedup Internet access by reducing the DNS queries latency.
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Send to a syslog server.

If you have a valid corporate license, you are able to send DNS queries to a Syslog server.

Turn on the “Send events by Syslog” option

Set the IP address and the UDP port of the remote Syslog server.

If you turn on the “Enable TCP/IP” sockets option, events will be sent using TCP instead of UDP.

If TCP/IP is enabled, you can use SSL to send events by enabling the Use SSL option.

In this case, select the certificate from the certificate center that stores the Certificate Authority of your remote Syslog server.

If you only need to store log on the remote Syslog server and not on the local server, turn on the “Do not store events locally” option.

Syslog /

Send events by syslog: m

Remote Syslogserver: 192.168.1.153 £

listen port: - 514 +

Enable TCP/IP sockets: m h
usesst: L]

Certificate: syslog.touzeau.biz v

SafeSearch(s)

If you use the DNS cache service, you can enable SafeSearch(s) on the major Web search services. (need a
valid Corporate License)

Currently Artica is able to enable SafeSearch for Google, Qwant, Bing, YouTube, Duckduckgo
SafeSearch(s) is in the left menu under DNS/SafeSearch(s).

SafeSearch(s) is designed to modify the DNS answer of your workstations (if you plan to use Artica as the
Internet DNS service) or your proxy service if the proxy uses the DNS cache service to resolve the Internet.

The modified DNS answers force search engines to ban any porn, hacking, malware, suspicious indexed Web sites.

On the main section, choose the Search engine you want to filter and click on Apply

SafeSearch(s)

Google offer a SafeSearch™ feature which blocks most adult images.
This option enforce the safesearch policies of the Google search engines.

Parameters

Force SafeSearch (Google):

Qwant SafeSearch: | oFF |

OFF

Bing SafeSearch:

Youtube (strict):

[ oFF ]
Youtube (Moderate): [ oFF |
OFF

Duckduckgo:

/
b
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Reverse lookup private zone

By default, the DNS Cache service did not perform reverse lookup for your internal network.
To add the reverse lookup on the DNS cache service:

Go into the Forward zones section
Click on New forward zone button.

Forward zones

Forward zones set the DNS service to query remote DNS server

=+ New forwardzone (@ Reconfigure service

Zone DNS Server

<> Forward zones

@AI(Y) 211111853 i

o

Add the inversed network mask with the in-addr.arpa domain.
For examples:

If your network is 192.168.0.0/16, add 168.192.in-addr.arpa
If your network is 192.168.1.0/24 add 1.168.192.in-addr.arpa

If your network is 192.168.2.0/24 add 2.168.192.in-addr.arpa
If your network is 10.10.0.0/16, add 10.10.in-addr.arpa

New forward zone

New forward zone

Set the DNS server that is able to resolve hos the specific domain.

Domain: 168.192.in-addr.arpa

4024494 00 ‘
.......... .

listen port: - 53 +

UseTLs: []oFF]

Set the remote server and port that should receive the reverse DNS lookup query
Click on “Add” button.

Click on “Reconfigure service” button
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Secure DNS over TLS

By default, DNS is sent over a plaintext connection.

DNS Over TLS is one way to send DNS queries over an encrypted connection.
This feature adds a DNS over TLS option to your DNS Cache service.

For example, Cloudflare supports DNS over TLS on 1.1.1.1 and 1.0.0.1 on port 853

Create a DNS over TLS service. (Server mode)

1) Create a certificate:
Go into the certificate center and add/create your certificate.

2) On the main settings; Enable the DNS over TLS checkbox and select the generated certificate.
DNSover TLS

DNS over TLS (DoT) is a security protocol for encrypting and wrapping Domain Name System (DNS)
queries and answers via the Transport Layer Security (TLS) protocol.
The goal of the method is to increase user privacy and security bt
manipulation of DNS data via man-in-the-middle attacks.

nting eavesdropping and

Enable DNSover TLs: ()

listen port: - 853 +

Certificate: articadns.touzeau.biz

Query DNS over TLS servers.
SDNS
Some free public ISP offers DNS Over TLS public DNS:
£ DNS Cache service
Quad9: 9.9.9.9:853 or 9.9.9.10:583 Y SateSemcho
Cloudflare: :853 or 1.0.0.1:853
Google: 8.8.8.8:853 or 8.8.4.4:853 x5 DNS Serv
CleanBrowsing Security Filter: 185.228.168.9:853 and 185.228.169.9:853
CleanBrowsing Family Filter: 185.228.168.168:853 and 185.228.169.168:853
CleanBrowsing Adult Filter: 185.228.168.10:853 and 185.228.169.11:853
Adguard defaiult: 176.10 176.103.130.132 or 176.103.130.134 3.130.130 or 176.103.130.131
Adguard Family: 176.103.130.132 or 176.103.130.134

4> Forward zones

To use these IP address, on the left menu, get DNS/Forward zones.
Click on “New forward zone”

Forward zones

Forward zones set the DNS service to query remote DNS servers from a specific domain

+ New forwardzone (@ Reconfigure service

£ DNS Cache service
Y SafeS

= Zone DNS Server

<» Forward zones

No res
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U7

e Set the domain as “star

e Set the IP address and port of the DNS Over TLS server
e Turn on the “Use TLS” option
e Click on Add button.

New forward zone

New forward zone

Set the DNS server that is able to resolve hostglom the specific domain.

Domain: . o}
IP Address: 1157 £y
listen port: - 853 +

- s N

e Click on reconfigure service button in order to make rules in production mode.

Forward zones

Forward zones set the DNS service to query remote DNS servers from a specific domain.

+ New forwardzone (@ Reconfigure service

Zone DNS Server

@AI(") 11111853 %
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Update the DNS Cache service Software

Regularly, Artica team provide new releases of the DNS Cache service.
To update the Cache DNS Core software, on the left menu, click on Your System and Versions

e On the search field, type “DNS Cache”
e You can see the current version in production mode.
e  Click on the “Install or update” button.

Versions

System version and softwares versions

Artica Core server Operating system Python packages

‘ DNS cache n -
Software Version

DNS Cache service: 183 & Install or update

e A new screen lists all available versions.
e Click on the button “Install or Upgrade” on the desired version

DNS Cache service

DNS Cache service 18.3  10.71MB
DNS Cache service1.7.3  10.37 MB
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PowerDNS

The PowerDNS is a strong DNS server. It is used by many ISPs.
It uses MySQL database engine as backend and provide REST API in order to be fully controlled.

Installing the PowerDNS system.
To understand, the PowerDNS system use 3 components:
- The MySQL database: used to store records.

- The PowerDNS system: used to answer queries only stored in the MySQL database.
- The PowerDNS recursor: used to forward queries to external resolvers if domains are not stored in the MySQL database.

Go into the features section and install first the MySQL database, then, install the Power DNS system in order to get a local DNS system.

If you want your Artica server as a real DNS system (means resolve foreign domains) ,
you have to install the PowerDNS recursor.

Enable the RESTful API.

The RESTful API allows you to send commands and get status of the PowerDNS system using REST protocol.

The PowerDNS Authoritative Server features exposes a JSON/REST API.

This API allows for controlling several functions, reading statistics and modifying zone content, metadata and DNSSEC key material
To Enable the ReSTful API, go into the features section and install the RESTful APl for PowerDNS

After installing, you should open the page

https://192.168.1.1:9000/pdnsapi/

This page allows you to see statistics of your DNS server.
- Select the PowerDNS system and Service parameters on the left menu.

- Set a passphrase in the API Key field.

£ PowerDNS system

Service status

/# Service Parameters
Parameters

=

Listen Network Interfaces: lo.ethO

LogLevel: 9

Log queries: m

API Key: ‘ changeme| ‘

Include ¢

[m s
- o= T
Act has Master: .
Acthasslave: [_] 9FF ]

Namain Name Svstem Securitv Fytensinne (NNSSFC)- OFF

With the passphrase you need to authenticate the REST by adding the X-API-Key request header:

curl -v -H '"X-API-Key: changeme' https://192.168.1.1:9000/pdnsapi/api/vl/servers/localhost | jqgq .
curl -v -H 'X-API-Key: changeme' https://192.168.1.1:9000/pdnsapi/api/vl/servers/localhost/zones | jq

For the full list of REST commands, see the documentation here: https://doc.powerdns.com/authoritative/http-api/index.htmi#
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Reverse DNS

Creating a reverse DNS domain

For the following example we shall assume that we are configuring reverse DNS for an internal network using IP addresses in the
192.168.0.0/24 range. With this in mind the first task is to create an entry in the Internal domains.

Select the “Local domains” section and create a new domain.
192.168.0.0/24 will be inversed to 0.168.192 and the in-addr.arpa domain.(matches 192.168.0.1 to 192.168.0.255)
Examples:

v" 10.in-addr.arpa for 10.0.0.0/8

v" 16.172.in-addr.arpa for 172.16.0.0/12
v" 168.192.in-addr.arpa for 192.168.0.0/16

I 4+ Newdomain  [|Reconfigureservice o Repair domains
New domain

New domain

Domain: ‘ O.168.192.in-addr.arpa| |

= m

TR R

Creating SOA and NS records for a reverse DNS domain

In the same way that a forward zone requires an SOA record to indicate that this domain name server has authority to respond on behalf of a
zone a reverse zone requires a very similar record.

When creating a new domain, Artica creates automatically the associated SOA but you need to personalize your SOA*

Select the “DNS records section” and search your SOA entry.

The search engine uses a defined syntax
You can search using “*” character and “type” to select the family of the record,

For example:

.168.* type soa

.168.* type=soa

.168.* and type soa
.168.192* type soa
.168.192* where type soa

[oNeoNeoNoNe]
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After found the record, click on the link

DNS records

’ 0.168.192* andltype soa ‘ Go!

+Newrecord (@ Reconfigure service

Search n -

ID Record Domains Type Content Delete

1020 0.168.192.n-addrarpa 0.168.192in-addrarpa SOA ns.0.168.192.in-addr.arpa hostmaster.0.168.192.in-addr.arpa 2018113014 10800 1800 60480._.. e

Modify the MNAME (NS record) and the RNAME with the main domain used by your “A” records ( in our case our domain is “Touzeau.biz”)

Record: 1020 0.168.192.in-addr.arpa >> Type:SOA (0.168.192.in-addr.arpa)

Start of Authority Record »»0.168.192.in-addr.arpa

A Start of Authority record (abbreviated as SOA record) is a type of resource record in the Domain Name System
(DNS) containing administrative information about the zone, especially regarding zone transfers.

zone: 0.168.192.in-addr.arpa 0]

ns1.touzeau.biz

hostmaster.touzeau.biz|

- 2018113014 + L
= 10800 +
Retry: - 1800 +

v" The MNAME (NS record) needs a record.
This record is primarily used to delegate reverse zones to other name servers although every reverse zone, delegated or not, still
requires one.

On the DNS Records section create a new record
In the new record form, choose your reverse DNS domain and select NS in the type drop-down field.

New record

I New record

AN

Insert a new entry in your PDNS DNS server in order to resolve it

‘ Domain: 0.168.192.in-addr.arpa v

Type(IN): NS v
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In the value field, set the MNAME you have defined in the SOA for the reverse domain.

New record Type:PTR (0.168.192.in-addr.arpa)
PTR »»0.168.192.in-addr.arpa /

hostname: ns1touzeau.biz

IP Address: 192.1680.151 -3
RIO: | = | 1 +

TTL(Seconds): = 3600 +

Creating PTR records for a reverse DNS domain

v In the new record form, choose your reverse DNS domain and select PTR in the type drop-down field and click on Add button

New record

New record
Insert a new entry in your PDNS DNS server ler to resolve it

Domain: 0.168.192.in-addr.arpa v

Type(IN): PTR v

,,,,,,,,,,,,,,,,,,,,,, , _

In the hostname field, set the fully qualified name of the host you want the PTR to be resolved.
In the IP address field, set the IP address of your hostname.
Artica will turn your IP address to a valid PTR format.

AN N NN

New record Type:PTR (0.168.192.in-addr.arpa)

PTR »»0.168.192.in-addr.arpa

hostname: ns2.touzeau.biz
IP Address: 192.1680.1 -3
PRIO: = 1 +
TTL(Seconds); = 3600 +
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Testing our configuration

Now that we have a complete configuration, albeit another rather minimal
one, we are ready to test to see if our new DNS server is correctly
answering reverse DNS queries for our network. 9% 222 Members E Dlogout ?=
v" On the top menu, click on the icon near the Log out in order to
display the right menu.

Action

v Down to “Tools”

v" Click on the “DNS Simulation” item. Tools

? DHCP Simulfon

2 DNS Simulation

EB MySQL Client

gl 8
o o

On the hostname set the IP address of your created item.
Turn on the Reverse Lookup switch.

On the DNS server, set the IP address of your Artica server.
Click on the Run icon.

v
v
v
v

DNS Simulation

You should see the correct PTR entry in the DNS
response.

Verify the DNS service resolution

hostname: 192.168.1.1 @
Reverse lookup: m h
Network Interface: None v
. ey —— | 192.168.1.151] | &
TimeOut (Seconds): - 3 +

DNS Simulation Results

; <<>> DiG 9.10.3-P4-Debian <<>> -x 192.168.1.1 +time=3 +tries=1@192.168.1.151-b 192.168.1.151 -4
;; global options: +cmd

3 Got answer:

3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 25138

; flags: qr aard; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 1

;s WARNING: recursion requested but not available

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1680
3 QUESTION SECTION:
;11.168.192.in-addr.arpa. INPTR

3 ANSWER SECTION:
1.1.168.192.in-addr.arpa. 3600 IN PTR router.touzeau.biz.

3 Query time: 0 msec

; SERVER: 192.168.1.151#53(192.168.1.151)
3 WHEN: Sat Dec 01 19:56:11 CET 2018

3 MSG SIZE rcvd: 85
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Update the PowerDNS core software.

On the left menu, select “Your system” / “Versions”

On the search field, type “PowerDNS”
Under the PowerDNS system row, click on Install or update button.

Versions

& Your hard disks . .
— System version and softwares versions

@ System events
Artica Core server Operating system Python packages

PowerDNS n -

 Features

Software Version
PowerDNS system: 4.15 & Install or update
= L
B Backup PowerDNS recursor:  4.1.8

P License
@ Update
[IWeb Console

1 Versions

- Anew screen is displayed and shows you the list of supported versions.
- Click on the “Install or Upgrade” button on the desired version to update it.

PowerDNSsystem4.1.6 11.7MB
PowerDNS system4.1.3 1148MB
PowerDNSsystem4.11  11.37 MB
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THE DNSCRYPT SERVICE.

The DNSCrypt service is designed to hide DNS requests from the
Internet.

In the same way the SSL turns HTTP web traffic into HTTPS
encrypted Web traffic, DNSCrypt turns regular DNS traffic into
encrypted HTTPS DNS traffic that is secure from eavesdropping and
man-in-the-middle attacks.

It doesn’t require any changes to domain names or how they work, it
simply provides a method for securely encrypting communication
between your Artica server and Public DNS servers stored in the
Internet.

Technically the DNSCrypt service turn your Artica server to a DOH
client (DNS Over HTTPS)

Artica use a crypted
public DNS server

randomly
AD ask to Artica
UDP 53

Active Directory E

DNS

v [+F] " =
Workstations ask .

external domain to Clients
the Active Directory

UDP 53

-
LR

To use DNSCrypt service you have to enable the Cache DNS service first.

On the features section, type DNSCrypt in the search box.
Click on Install button.

Install or uninstall features

This section allows you to install/uninstall available features on your server

Status Software

Multiple providers

DNSCrypt n -

ion

Notinstalled

After installing the DNSCrypt service, on the left menu, go into the DNS and DNS servers sub-menu.

Click on “Public DNS servers” tab.

You will see a list of Public Crypted DNS servers used by the DNSCrypt Proxy these servers are chosen randomly from the list.
You can enable or disable some servers to force DNSCrypt Proxy to not use the disabled Public DNS.

Warning: You have to select a minimal of 10 servers to make it run,

if the service turn into error, this means there are no available server to choose, use the “Unique Provider” method.
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B Search a computer, a membe ©00:27:49 WCpuBI%|Mem295% 1% Members B (Mlogout 7=
Manager

DNS Servers

This section list DNS servers used by the system.

Public DNS servers

£ DNS Cache service B8 Reconfigure service

pee— B-

Enable Name Description

- 5 (Anycast) Adguard DNS with safesearch and adult content blockin
Adguard DNS Family Protection 1 o - ! =
176.103.130.132:5443

; . (Anycast) Adguard DNS with safesearch and adult content blocking
Adguard DNS Family Protection 2 - ik “
176.103.130.134:5443

(Anycast) Remove ads and protect your computer from malware
Adguard DNS 1 V & PICEC YOl Con R w
176.103.130.130:5443

(Anycast) Remove ads and protect your computer from malware
Adguard DNS 2 ‘ PrOgECEYOUr oM
176.103.130.131:5443

Lt . (Singapore) provided by bikinhappy.com
BikinHappy Singapore = o
172.104.46.253:443

(Roubaix, France) Non- logging. uncensored DNS resolver provided by Babylon Network
5.135.66.222:5353

Babylon Network France 0

Update the list
The providers list can be updated by clicking on the “Update” button.
In this case, new providers that support DoH will be added automatically.

DNS Servers

This section list DNS servers used by the system

©Dis:bleall X Update Options B Reconfigure service

Enable Name Description

DNS-over-HTTPS server running rust-doh with PiHole for Adblocking
Non-logging. AD-filtering. supports DNSSEC.
aaflalo-me <k s
Hosted in Netherlands on a RamNode VPS.
dns.aaflalo.me:443,176.56.236.175:443

DNS-over-HTTPS proxy of aaflalo-me hosted in Google Cloud Platform.
aaflalo-me-gcp Non-logging. AD-filtering. supports DNSSEC
dns-gcp.aafialo.me:443,35.231.69.77:443

Remove ads and protect your computer from malware
174 103 130 130-5447

adguard-dns

Unique Provider
If you want to select only one service, click on the option button

E Search a computer, a membel

Manager

DNS Servers

This section list DNS servers used by the system.

NS Serv PublfIDNS servers NSt

©Disabli:all  /Options B Rzconfigure service

5 DNS Servers

Enable Name Description

(Anycast) Adguat

. Adguard DNS Family Protection 1
176.103.130.13:

Turn on the option “Unique Provider” and select the single provider in the drop-down list.
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Options
Unique provider
By default, the DNSCrypt client use a DNS provider randos
1 If you want to use only one provider, enable this featur: seclect the desired provider

Unique provider: m

providers: SecureDNS v

‘ « Apply »

THE DNS OVER HTTPS SERVICE

The DNS OVER HTTPS service (aka DOH) enable your Artica server act has a DOH DNS service for your clients.
DNS over HTTPS (DoH) is a protocol for performing remote Domain Name System (DNS) resolution via the HTTPS protocol.

A goal of the method is to increase user privacy and security by preventing eavesdropping and manipulation of DNS data by man-in-the-
middle attacks.

As of March 2018, Google and the Mozilla Foundation are testing versions of DNS over HTTPS.

This service can be installed only if you have a DOH client that is able to use your DNS trough HTTPs.
Some clients on Microsoft Windows are already DOH compatible:

v Firefox since Version 62 and later.

v" DNSCrypt-proxy

v" Technitium DNS forwarder

v" Google Chrome start to implement it.

Install the DNS Over HTTPs service

Update to the latest version

Artica TECH provide a special package called DNSCrypt-Proxy.

The DNSCrypt-proxy package includes the DOH-Server HTTP plugin, the DOH Client to resolve DNS queries and the DOH forwarder.
On the “Your system” left menu, choose “Versions”

On the search field, type “dns”

Versions

System version and softwares versions

Artica Core server Operating system Python packages \
dns n N

Software Version

DNS daemon for DNSBLs: =

DNSCrypt Proxy

I DNSCrypt Proxy: 20.18 &, Install or update

DNS Cache service: 17.3 & Install or update
DNSCrypt Proxy20.18 82MB & Install or Upgrade

DNS Stats Collector:  2.6.1 &, Install or update

PowerDNS system:  4.1.3
PowerDNSrecursor:  4.1.3
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Under the DNSCrypt Proxy row, click on “Install or update” button
Choose your desired version and click on “Install or upgrade.”

Install the service
To enable the DNS Over HTTPs, you need to enable first these 2 services using the “Features” section:

1. DNS Cache service.
2. Nglnx Web engine

Create the HTTPs service

After installing these 2 services, search the entry “DNS” in the feature’s search field.
v Click on “Install” button on the DNS Over HTTPS server row
v' Create a new certificate using the Certificate Center
v On the left, menu choose “Web services” and All websites.
v Click on the button “New service”

2& Dashboard Web Sites

+ Newservice (3 Reconfigure service

Search

Status Saved On Service Server Names Type Destination

No results

B All websites
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v' Set a name of the HTTP service New service
v' Select the option “Create a DNS Over HTTPs
service”.
v" Click on Add button New service
A ice is an HTTP/HTTPs servi able ide Web
il il Pl

After creating this service, you will be able to define which domain this service will be able to populate.

Service name: My DOH service|

Create a Simple PHP Website.
A Simple php website allows you to create a web service that allows you to upload your
php application in order to generates Web pages

Create a reverse proxy service.
Areverse proxy service allows you to enforce, protect, cache a website stored on a

remote server.
Create an HotSpot website

An HotSpot Website run with the local proxy service.

It able to provide a system ication to allow users to Internet.

Create an Artica administration redirector
This option will create a reverse-proxy of the local Artica Web console.
Usefull if you need to place the Artica Web console on Internet with the Let's Encrypt
certificate.

Create a port forwarder
A port forwarder is similar to a NAT Firewall behavior with extra features.

Create a Web-Filtering Error service
A Web-Filtering Error service is designed to work with the Proxy Web-Filtering service.
Itis used to redirect banned sites to this Web service in order to provide blocked
i iontothe usecor il ibilizi iteliszthe blocked sii

Create this service without any Web-Filtering service did not make sense.

° Create a DNS Over HTTPs service
Turn awebsite to areverse HTTPs DNS forwarder to take care of the HTTPS part of DNS-
over-HTTPS.

Select your new web service in the table. Web Si tes

+Newservice B Rec re service

Status Saved On Service Server Names
Notconfigured  — My DOH ice
My DOH service
On the general settings, choose the certificate created in The
General settings Server names Ports Access rules

Certificates CenterThe Certificates Center.

My DOH service DNs Over HTTPs web service

Create a DNS Over HTTPs service
Turn a website to areverse HTTPs DNS forwarder to take care of the HTTPS part of DNS-over-HTTPS. (7)

Service name: My DOH service B}

SSL parameters

Certificate: doh.touzeau biz y

SSL protocols: TLSvITLSv11TLSv12

Cipher suites: ECDHE-RSA-AES128-GCM-SHA256:ECDHE-ECDSA-AES128-GCM-SHA256:

- 16 +
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On the server names section, set hostnames that will be

; X My DOH service
used for this web service.

General settings| Server names Ports Access rules

Server names

Server d hich server block is used for a git

They may ing wildcard names, or regular expressions.

Examples:

example.org

www.example.org

*example.org

mail*

192.168.11

~*(2.+)\.example\ net$

When searching for a virtual server by name, if name matches more than one of the specified variants, e.g both wildcard name
and regular expressi ch. the fi ing variant will be chy inthe d of p

exact name

longest wildcard name starting with an asterisk, e.g “example.org

longest wildcard name ending with an asterisk, e.g mail*

first matching regular.

1 doh.touzeau.biz

Items: 2 dns.touzeau.bi

« App|y »

. . ly DOH service
Use SSL encryption option.

General settings Server name Ports Access rules

|
Search n v
Inte Listen Ports Delete ) n

New item

Listen interface: Allinterfaces id

Copyright Artic listen port: - 443 \ +

Options

-

Use the SSL encryption: m ‘
HrTe/2: [JoFF]
SPDY:

PROXY Protocol:

My DOH service
Select the DNS over HTTPs server tab. General settings Server names Ports Acmmm| DNS-over-HTTPS server |

Define the path that will be used by clients to send HTTPs My DOH service (oxs Over HTTPs webserviel
queries and click on apply

Create a DNS Over HTTPs service
Turn a website to areverse HTTPs DNS forwarder to take care of the HTTPS part of DNS-over-HTTPS. (7)

HTTP path for resolve application: dns-query

« App]y »
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On the table, you see that your web service is “Not configured”, to make the website available, click on the run icon on the right side.

Web sites

4+ Newservice (@ Reconfigure service

Search n v

Status Saved On Service Server Names Type Destination
Not configured = :Z‘zg::mi“uhz xj:::::::::: DNS Over HTTPs web service  Local DNS service
Subfolder-/dns-query
Testing your DOH server resolution M2 bhamiers B Otogom 5=
e  On the top menu, click on the top-right icon in order to open the right pan. Action
e Down to the “DNS Simulation” link Help & Support
© Video tutorials B8
G ¥ Createaticket B8
Destin: I Support package a
sbservice LocalD System
28 Services status m
>_. System console m
@ Syslog m

e Choose the “DNS over HTTPS server” tab
e Set the DNS Over HTTPs URL and click on run.
e The result should be a success that demonstrates your DOH server works as expected.

DNS Simulation

DNS Simulation DNS-over-HTTPS server

Verify the DNS service resolution

hostname: www.google fr

DNS Over HTTPS server URL: https://doh.touzeau.biz/dns-query

DNS Simulation Results

gle.fr fr /doh.touzeau.biz/dns-query
TTL: 3600 seconds

A:216.239.38.120 -
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DNS AMPLIFICATION DOS ATTACKS PREVENTION

If you are running a DNS server, then you need to check it is not being co-opted into 'DNS amplification attacks'.
Random nasty servers (typically part of virus created bot-nets) send your DNS server a short request but use a fake source IP address.

Your DNS server then sends a (typically) long reply back to that fake source IP address.
The fake source |IP address gets a lot of traffic from your DNS server.

You get abuse complaints.

Your server uses a ton of bandwidth

HPON =

To prevent this behavior, you have to enable the Firewall service using the features section.
In the left menu go to “Your Firewall” and “Parameters” section.

Under the Global rules, turn on the “DNS Amplification DDOS protection”

Firewall parameters

€ Parameters Global rules
DNS Amplification DDOS protection:

Logs storage

Logall events: .

Backup Firewall events: .

When enabling this option, the firewall will limit the size and the number of requests sent by a remote server.
Usually this prevention will not decrease the DNS answer rate but limit remote systems that try to amplify DNS requests.

Each hour, Artica will update the firewall with a list of bad known domains to be attackers

Local networks defined in "Your networks” will be not impacted by these rules.
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THE HTTP/HTTPS PROXY

The proxy service is designed to handle the HTTP/HTTPs and FTP over HTTP protocols.

With the proxy service you will be able to secure browser connections through the Internet, manage the bandwidth, authenticate users, use
the Web-filtering service, use the Web Application Firewall service (WAF)...

The proxy service can be enabled in the “Features” service (see
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) under the “Proxy features/ Proxy service.”

Proxy features

Proxy service:Enable the feature: 50% Reconfigure the
proxy service

Uninstalled Proxy service

AUTHENTICATE MEMBERS

When authenticating users, the proxy is able to trace all requests with the username logged to the system.

LDAP Authentication
Artica supports LDAP v3.
An LDAP directory consists of a simple tree hierarchy.
An LDAP directory might span multiple LDAP servers. In LDAP v3, servers can return referrals to other servers back to the client, allowing
the client to follow those referrals if desired.
Directory services simplify administration; any additions or changes made once to the information in the directory are immediately available
to all users and directory-enabled applications, devices, and Artica.
Artica supports the use of external LDAP database servers or the local OpenLDAP server to authenticate and authorize users on a per
group.
LDAP group-based authentication for Artica can be configured to support any LDAP-compliant directory
Artica also provides the ability to search for a single user in a single root of an LDAP directory information tree (DIT), and to search in
multiple Base Distinguished Names (DNs).

Use the Artica LDAP service.

The Artica LDAP service is an OpenLDAP server using for several services such has the proxy but also for the messaging service or the file-
sharing service.

Artica offers groups and members administration like a full user's management system.

Ensure the Local LDAP service is installed

On the “Features” (ste

67



my-netdata ~ smtp.touzeau.biz

Applications Monitoring

this wikipedia article

) section ensure that the LDAP server (see

The dashboard will be switched to new realtime graphs:

22 Dashboard Smtp'touzeau,biz #

= Your system

<2, Network & NICs ~Used CPU (1 cpus) _Load

SDNS

l4 Statistics 0.4

B Logs center

& Databases

L
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The LDAP server service) is installed inside the “Members service” section.

On the left menu, choose “Your Proxy/Authentication”, turn on the “Authenticate users through the local database” option.

E Search a computer, amembel ©Requests  (©08:43:59 # Cpu:5.4%|Mem:30.1% %2 Members e (Logout
Manager

Your proxy »» Authentication

This section allows you how to identify clients through the proxy

use local LDAP database /

Authenticate users through the local database:  [Eall_]

Banner:  Please logon in order to access trough Internet

& Authentication

Set the message that will be displayed in the authentication box in the “Banner” field
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Chrome authentication box ( no banner displayed )

Signin

The prox)

http://192.168.1.71:3128 requires a username and password.

Username david.touzeau

Password | sessssssssene)

Edge authentication box (banned is displayed)

Sécurité Windows

Microsoft Edge

| e serveur 192.168.1.71 reauiert un nom d‘utilisateur et un
mot de passe. Le domaine du serveur est ‘Please logon in
order to access trough Internet’.

v/ Mémoriser mes informations
d'identification

OK Annuler

FireFox authentication box (banner is displayed)

Authentification requise X

Q Le proxy moz-proxy://192.168.1.71:3128 demande un nom d'utilisateur et un mot de passe. Le site
indique : « Please logon in order to access trough Internet »

Utilisateur: || |

Mot de passe: [ ‘

70



Artica V4 Documentation — support@articatech.com

Use a Remote LDAP Database

A remote LDAP server is useful when you need to add Artica servers in cluster mode. In this A7 DATABASE

case, all Artica server share the same user’s database in order to authenticate users.

If you use a remote LDAP database, this means you did not need the Local LDAP Service.
To access to remote LDAP database authentication, you need to uninstall the LDAP server with in
the features section (see

ARTICA -PROXY -
CLUSTERS
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)

On the left menu, choose “Your Proxy/Authentication” and click on the “Use Remote LDAP server.”

Your proxy »» Authentication

Use aRemote LDAP server

You can use the tool LdapAdmin to browse your LDAP server in order to find the correct information.
Turn ON the “Authenticate users through the remote database.”

You have to help Artica to find item using the %s ( search string ), %u ( login user name ).

Define the remote server address and LDAP port.

Authentication banner: The message that will be displayed in the authentication box.

User DN: The LDAP DN for the user that has privileges to read the entire database.

LDAP Password: The LDAP Password for the user that has privileges to read the entire database.
LDAP Suffix: The LDAP database main branch (suffix). If you did not know which "suffix,” click on Browse.
Users LDAP Filter: The search pattern to find the user based on its login name.

User attribute: The LDAP attribute that stores the login name.

Search members in groups: The search pattern to find users in the group entry.

Attribute: the LDAP attribute to find the member in the search pattern.

Groups search filter: the LDAP pattern to find the group based on its group’s name.

Group attribute: The LDAP attribute to find the group name.

Example: Synology LDAP server

Field Value
User DN: uid=root,dc=company,dc=com
Users LDAP Filter: (&(objectclass=person)(uid=%s))
User attribute: uid
Search members in groups: (&(memberUid=%u)(member=*))
Attribute: member
Groups search filter:  (&(objectclass=posixGroup)(cn=%s))
Group attribute: cn

Example: Like Active Directory

Field Value
User DN: root@company.com
Users LDAP Filter: sAMAccountName=%s
User attribute: sAMAccountName
Search members in groups: (&(objectclass=person)(sAMAccountName=%u)(memberof=*))
Attribute: memberof
Groups search filter:  (&(objectclass=group)(sAMAccountName=%s))
Group attribute: sAMAccountName

Verify your LDAP patterns

When enabling the Remote LDAP server option, the TOP menu display a “Members” option.
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@ Requests (005:46:52 FCpu:2.3% | Mem:35.6% | 222 Members r Ologout =

This “Members section” display a table that parses your remote LDAP server in order to find users and groups.

My members

Search Go!

Search n -

Display Name EMail Address Office Phone Groups

users
Directory default group

Directory Operators
Directory default admin group

Directory Clients
Directory default client group

Directory Consumers
Directory default consumer group

administrators
System default admin group

x Directory Operators
admin e
administrators

users

& dtouzeau david@toto.com 0620567433
Internet access

Internet access
Accés aInternet

Views are only in read-only mode but if you see correctly your users and groups, this means your LDAP search patterns parameters are correct.
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RADIUS Authentication

If you have a RADIUS server, you can connect the Artica proxy to your RADIUS server in order to authenticate users before accessing the
Internet.

An authentication popup will be displayed (same as LDAP authentication).

When user sends its credentials, the proxy asks to the radius if the member/password is correct.

On the left menu, choose “Your Proxy/Authentication” and click on the Radius Authentication tab.
Enable the Authenticate users with an external RADIUS server option

it2 Network & NICs
{RADIUSAuthentication}

Authenticate users with an external RADIUS server: m

@ Stat

0 Banner: Please logon in order to access trough Internet ®
‘&k Authentication RADIUS server address: 192.168.1.3
@ P Xy vent

RADIUS server port: - 1812 +

p

RADIUS Identifier: proxy

shared RADIUS secret: esscccce ®

Set the message that will be displayed in the authentication box in the “Banner” field

RADIUS server address: specifies the name or address of the RADIUS server to connect to.

RADIUS server port: Specifies the port number or service name where the proxy should connect. (default to 1812)
RADIUS identifier: specifies what the proxy should identify itself as to the RADIUS server.

This directive is optional.

e Shared RADIUS secret: specifies the shared RADIUS secret.
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Artica is compatible Active Directory on Microsoft Windows 2000,2003,2008,2012,2016 (THs FEATURE REQUIRE AN ENTERPRISE LICENSE).
The main benefit using the Active Directory is the “silent authentication” means the browser automatically sends the Windows session

credentials to the proxy using NTLM or Kerberos method.

In this case, the user did not have to put its credentials in a login box.

How to join Artica to your Active Directory server?

You need to follow these requirements:

e The Artica server hostname must be fewer than 16 characters.
e  The server domain name must be the same of your Active Directory domain.
e The Artica server must correctly resolve the Active Directory domain (in most cases the first DNS used by Artica is the Active Directory

server).

e The time must be the same between the Artica server and the Active Directory server name.
e The Account used must have "join" domain privileges.

Join the Microsoft domain.

After checking all these topics, go to the “Your system/Features” on the left menu, search the item “Active directory”

Click on “Install” to enable the feature.

Install or uninstall features

This section allows you to install/uninstall available features on your server

Status Software

Uninstalled Active Directory

active

Action

+ Install

After enable the feature, a new “Active Directory” menu is displayed, select the “Join the domain” menu option.

M Active Directory Join Active Directory domain

¥ Join the domain

Active Directory »» Join the domain

This section allows you to connect your system and your proxy service to your Active Directory service.
Inthis case you will be sble to silently suthenticate users through the NTLM/Kerberos protocol.

& Connections your proxy to you y
Use the NTLM

ion methods.

TLMv2 and Windows XP or above.

Use
Both methods require:

The time must i Your.

Your Active Directory must be resolved by this server.
Your Active Directory must resolve your proxy server.

Allow Active Directory users to logon:

Active Directory full hostname:

Netbios AD Domain:

Active directory Suffix

Computers AD location:

Windows server type:

Windows Authentication method:

Administrator:

Password.

iith Windows XP and 2003.

y and this server.

Your server computer name cannot be longer than 15 characters due to nubwﬁum.

dc01.touzeau biz

touzeau

DC=touzeau,DC=biz

CN=Computers

Windows 2008/2012/2016

Use the NTLM standard method (join method).
Administrator

Password

«connect »

Note: To obtain all required information, with PowerShell on your Active Directory server, type “Get-ADDomain”
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Active Directory full hostname: Set the Active Directory full server name

Netbios AD domain: Set the Windows workgroup displayed on the network

Suffix: The Active Directory LDAP suffix.

Computers AD location: Which LDAP branch to store the Artica server

Windows server type: Your version of your Active Directory server.

Windows Authentication method: Which method to link Artica to the domain (see above)
Administrator: The user that have join workstation privileges to the domain.

Kerberos or NTLM ?
There are differences between these 2 methods.

Kerberos native authentication method
Basically, Kerberos Authentication is the modern method to join the domain.

e |tis not compatible with Windows XP and Windows 2003.
e On browsers settings you must define the full proxy hostname (not the IP address)
e See (https://docs.microsoft.com/en-us/windows/desktop/secauthn/microsoft-kerberos )

NTLM standard method:

Is a very old method used to communicate in the Microsoft domain

It is compatible with all systems.

It is less secure (password is in clear text when sniffing the network).

See (https://docs.microsoft.com/en-us/windows/desktop/secauthn/microsoft-ntim )

After connecting to the Active Directory domain, open the menu “Connections”

This section lists the “LDAP connections” to the Active Directory.

It helps Artica to retrieve groups and members thought your Active Directory LDAP service (389 port).
Your Active Directory connection is listed here and must be “success”.

E Search a computer, a membe: @ Requests

Manager

Active Directory LDAP connections

= Manage the username and account used to browse the Active Directory.

Also if you have other children Active Directory servers

&% Network & NICs

Y Jointhe domain _ 192.168.1.90/ Administrateur@touzeaubiz

& Connections
Hostname
192.168.1.90/ Administrateur@touzeau.biz

192.168.1.90 (default)

ConnectionID: 0

hostname: | 192168.190
LDAP Server Port: - 38
Actve directory Suffix: | DC-touzeauDC-biz
Username: | Administrateur@touzeautiz
This connection can be edited if you want to use a different account to allow Eosiwors: | sedsssanndases
Artica browsing the LDAP database.

Allows Active Directory users to logon: Allow users to be connected to the Artica Web console using their Windows credentials

©16:2

«Apply »
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Active Directory users and groups

On the TOP menu, click on the “Members” link. @Requests (©16:31:13 Cpu:4.1% | Mem: (OLogout =
This section allows you to browse the Active Directory database
in “read-only” mode.
My members
default
Search Go!
Search n -
Display Name Domain EMail Address Office Phone Groups.
8% Administrateurs touzeau.biz - - -
& Utilisateurs touzeau biz - - -
12 Invités touzeau biz - - -
%8  Opérateurs d'impression touzeau biz - - -
& Opérateurs de sauvegarde touzeau biz - - -
%8t  Duplicateurs touzeau.biz - - -
8% utilisateurs du Bureau & distance touzeau.biz = - -
%8  Opérateurs de configuration réseau touzeau biz - - -
%8¢ Utilisateurs de lAnalyseur de performances touzeau biz - - -
8% Utilisateurs du journal de performances touzeau biz - - -
52 Utilisateurs du modéle COM distribué touzeau biz - - -
& NS_IUSRS touzeau biz - - -
What about users outside the Windows domain?
By default, the proxy is defined in “Mixt mode”, Kerberos/NTLM for Sign in »
workstations joined to the Microsoft domain and basic authentication with The proxy http://192.168.1.155:3128 requires a username and password.
computers outside the domain such has Linux/Unix boxes/workstations. Your connection to this site is not private
User just needs to put its login name and password like this screenshot, Username ‘ dtouzeau ‘
do not use DOMAIN\USER or DOMAIN/user or user@domain
Password l PYTTTTTTTTIITN ]
- [
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Restful API

If the RESTful APl is enabled on the “system” section, you can send a REST command to turn ON the Active Directory.
This command adds Active Directory settings and join the Artica server to the domain.

POST https://192.168.1.1:9000/api/rest/system/activedirectory/settings

Inside the POST, define an array like this example:

Sch = curl init();

SCURLOPT_HTTPHEADER[]="Accept: application/json";
$CURLOPT_HTTPHEADER[]="Pragma: no-cache,must-revalidate";
$CURLOPT_HTTPHEADER[]="Cache—Control: no-cache,must revalidate";
$CURLOPT HTTPHEADER[]="Expect:";

SCURLOPT_ HTTPHEADER[]="ArticaKey: kyM6ixXavn8sE7P9GoBYgX3by6zaRCc5";

SMAIN URI="https://192.168.1.173:9000/api/rest/system/activedirectory/settings";

curl setopt (Sch, CURLOPT HTTPHEADER, $CURLOPT HTTPHEADER) ;
curl setopt ($ch, CURLOPT TIMEOUT, 300);

curl setopt ($ch, CURLOPT URL, $MAIN URI);

curl setopt ($ch, CURLOPT RETURNTRANSFER, 1);

curl setopt (Sch, CURLOPT_ SSL VERIFYHOST,0);
curl_setopt($ch,CURLOPT_SSL_VERIFYPEER,O);

//WINDOWS SERVER TYPE: WIN 2003 or WIN 2008AES for 2008 > 2016
//WindowsActiveDirectoryKerberos 1 = Full kerberos, 0 = NTLM

$POSTz= array ("

WINDOWS SERVER TYPE"=>"WIN 2008AES",
"ADNETBIOSDOMAIN"=>"LABO",
"ADNETIPADDR"=>"192.168.1.23"
"fullhosname"=>"dcOl.labo.corp",
"WINDOWS SERVER NETBIOSNAME"=>"dc01",
"WINDOWS DNS_ SUFFIX"=>"labo.corp",
"COMPUTER_BRANCH"=>"cn=computers",
"WINDOWS_SERVER_ADMIN"=>"Administrator",
"WINDOWS SERVER PASS"=>"Password",
"WindowsActiveDirectoryKerberos"=>0) ;

curl setopt (Sch, CURLOPT_ POSTFIELDS, $POSTz);

Sresponse = curl_exec($ch);
Serrno=curl errno($ch);
if (Serrno>0) {

echo "Error S$errno\n".curl error($ch)."\n";
curl close(sch);
die();

}
SCURLINFO_HTTP_CODE=intval (curl_getinfo ($ch, CURLINFO_HTTP_CODE)) ;

if($CURLINFO_HTTP_CODE<>200){
echo "Error S$SCURLINFO HTTP_ CODE\n";
die();
}
$json=json_decode ($response) ;
if (!$json->status) {echo "Failed $json->message\n";die();}
echo "Success\n";
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CATEGORIZATION

Categorization on the proxy is an important topic, Artica team try to categorize all web sites but it is a hard task.
Currently, Artica is able to categorize more than 35.000.000 of main domains/Public IP addresses.

When using the real-time logs, you can see that sometimes a category is associated with a domain.
By default, only a few domains can be categorized, TOP 50 of Internet sites are hard coded inside the Artica engine.

Realtime requests
[ 200}50 events Go!
Date Members Protocol | Category url INFO/LINK Destinations size duration
4 ogi http bro o 216.58.205.10:443 499 KE 4
dtouzesu SSL Connect - Ps L Facebook https:/scontent-cdg2- 1.xx fbcdn.net o 179.60.192.7:443 14 KE
0.47/dtouzesu SSL Connect - Pa: ssL Facebook https://scontent-cdg2-1.xx fbedn.net o 179.60.192.7:443
4 F http o 179.60.192.7:443 3.14KB
4 e Fac https:/scontent-cdg2- 1.xx fbedn.net o 179.60.192.7:443
8.30.47/dtouzeau SSL Connect - Pa ssL Facebook https://scontent-cdg2-1.xx fbcdn.net o 179.60.192.7:443
47/dtouzeau https://sco cdn.net o 179.60.192.7:443
dtouzeau SSL Connect - Pa L - https://static playmedia-cdn.net o 89.202.139.136:443
68.30.47/dtouzesu L Connect - Pa SSL - https://staticplaymedia-cdn.net o 89.202.139.136:443
- https://static playmedia-cdn.net o 89.202.139.136:443
68.30.47/dtouzeau L Connect - P SL Facebook https://staticxx facebook.com o 157.240.21.20:443
17:30:55  192.168.30.47 Notcached - Pass GET Google http://imasdk googleapis.com e 216.58.209.234:80 82.14K8 02s
17:30:55  192.168.30.47/dtouzeau Not cached - Pass GET - htep://playtvsr ° 89.202.139.136:80 3234K8 01s
- https://static.playmedia-cdn.net o 89.202.139.136:443
Benefits

Using categories provide 3 benefits:

1) For statistics purpose: You can extract statistics according bandwidth/requests/users per category.
2) For ACLS in the Web Application Firewall: You can create deny/allow rules according categories.
3) For Bandwidth limit: You can limit bandwidth according categories.

You can increase the categorization rate using 2 methods, passive method and active method.

The passive method

The passive method (require Entererist License) use the Artica RESTful API to retrieve the category for each visited site.

In this method, your Artica server use only the “read-only” mode.

Your Artica server request to our servers based on the Internet which category is associated to the current requested site.
To enable the passive method, go to the “Your categories/categorization” on the left menu.

Select the “Parameters” tab

Enable the option “Use the Artica Cloud category service”

<]

E Search a computer, a membe @Requests  ©19:11:18 @ Cpu:134% |Mem:385% *Members X (logout =

Your proxy Categorization
Thl et st o el bl bagrtion

you .
Categories can be used to build proxy ACLs.
You can usethe Aric Cloud dtacenters

And/Or

| Use the Artica Cloud category service:

Use remote categories service:

Remote address:

Bcstegorization

Remote port: - 3978 +*

«Apply »

79



Artica V4 Documentation — support@articatech.com

The Active Method

The Active method allows your Artica to query categories from a local service.
In this way, you are able to create your own categories.

The local service will be in charge of respond first with your categories and query Artica databases if your categories did not store the queried
domain.

Using a local service requires:

e Atleast 700 MB memory free. If you plan to use Artica Databases the service should handle 3 GB of memory.
e Download ARTICA databases periodically if you plan to use Artica Databases.

Benefits:
e Retrieve categories is faster than using the Artica cloud service.
e If you have other Artica servers, you can provide a local categories service shared between Artica servers.
e You can create and share your own categorization.

Install the category service.

On the “features” section, type “Categories” in the search engine.
Install the feature “Categories service”

Install or uninstall features

This section allows you to install/uninstall available features on your server

categories n v

Status Software Action
Uninstalled Personal categories
Uninstalled Categories service + Install

After installing the feature, the service is running using 0 database.
On the left menu, choose “Categories service” and “Global Settings”

Categories service: General settings

= Your system

General settings

Threads: = 64 +

Artica Databases:
Free databases:

«Apply »

23 Global Settings

You have to choose which databases you want to add into your category service:

e Artica database: 150 categories, 55.000.000 of categorized websites - require 2.7GB of free memory (AvarLasLe wiTH A CORPORATE LICENSE)
e Free database: 58 categories, 3.000.000 categorized websites - require 700 MB of free memory.
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After enabling public databases, the status displays the number of categories used on your server.

Categories service v1.33.7

The categories service is not a part of the Web filtering service.
It is used to provide category for each website for statistics
It allows you to create specific objetcs in the proxy Acce;

ntrol list section.

Used databases

58/154 !‘

Running
since 22mn 53s
Memory used: 7.22 MB

& Restart

Define the schedule for updating database.

Select the menu “Categories Update”.

The status tab displays all databases downloaded from your server.

By default, Artica updates databases each day at 03:00 AM, you can change it inside the “Schedule” tab.
If you need to perform update now, click on the “Update button”

B Search a computer, amembel @ Requests ® 14:21:20 B Cpu:11.2% | Mem:37.3% 522 Members g (O]
Manager

Web-filtering databases

The Enterprise Edition allows you to use more than 150 categories with more than 40.000.000 categorized Internet sites.
if you using the Community edition, you using 50 categories with about 1.500.000 categorized Internet sites.

Status Update settings Schedule Update events
D databa £ Upd
Search
Status Category Type Items Size Version Updated On

@ Abortion Artica 6258 28KB 2018 Sunday October 28 15:52:28 2018 Sunday October 2

& Adbvertising Artica 159511 716.18KB Yesterday 06:45:45 Yesterday 22:15:17

= Agressive Artica 25 0.31KB 2018 Sunday October 28 15:52:29 2018 Sunday October 2

jf Akamai Artica 7217 15.18KB 2018 Sunday October 28 15:52:42 2018 Sunday October 2
O Categories update I} Alcohol Artica 47173 24223KB 2018 Sunday October 28 15:52:31 2018 Sunday October 2

j} Amazonaws Artica 37515 8241KB 2018 Sunday October 28 15:52:41 2018 Sunday October 2
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Create your own categories

With Artica you're allowed to build your own categories.
This feature adds several benefits for your Categorization/DNS filter/Web-Filtering service:

1. Your categories overload the public databases, you are able to enforce a website to be categorized in another category.

2. You can categorize a website without need to wait Artica Team to release a new public database.
3. You can manage your categories thought RESTful API.

Install the personal categories feature

To enable personal categories, go into the features section and install the “Personal categories” feature (THis FEATURE REQUIRES AN ENTERPRISE LICENSE).

Install or uninstall features

This section allows you to install/uninstall available features on your server

categories n v

Status

Uninstalled Personal categories + Install

m Categories service st ‘

Create your first category

After installing the Personal categories, on the left menu, choose “Your categories” and “Categories”.

In this section, Artica lists all available categories.

When creating a new category, ensure its name will not the same in officials’ categories.

If you want to remove officials’ categories, go into “Your Categories” and parameters, enable the checkbox “Hide officials’ categories in the
main list.”

02 Network & NICs
4+ Newcategory & Restorebackup @ Compileall categories il Remove all categories

Categories Description
Cheater (Free Edition) Sites which are designed to explains cheating on exams.
D-DOS (Free Edition) Websites providing information about ddos attacks
Dating (Free Edition) Dating, matching site for single person

i Dialers (Free Edition) Websites providing information about dialers

= 5 Downloads (Free Edition) Download manager

= Categories

[=] goriz Drugs (Free Edition) Sites relative to drugs.

Eduratinnal Camac (Froa Edisinn) Wahcitac nravidac anlina aamac far adiiratinn

Give the category name and the description.
The “Shared” category allows your members to add/remove items inside this category.
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New category

New category

Category name: | [category name

Description: Description

After creating your category, search it inside the table and click on it.

Your categories

Personal categories feature allows you to create your own web-filtering categories in order to modify the web-filtering behavior or increase Web-

filtering detection rate.

4+ Newcategory & Restorebackup @ Compile all categories I Remove all categories
acme n -
ategories Description Size Items
5 acme_cat Enterprise category 0 o

- Select the “Iltems” tab.

- Click on Add websites.
You can add several websites by separate them with a carriage return.

The Force option enforce saving an already categorized website inside the category
Disable extension checking force to store a website without an extension (.com, .fr, .de, .it....)

acme_cat: Add websites

Category: acme_cat

acme_cat Items Seq| acme_cat »» Add websites

Search
Enterprise category
‘Add here websites separated by a carriage return.

o+ Add websites & Compile this Note that you just have to add the main website instead of using the full qualified web server name.
= instead of set sub.domain.tld, you can add just domain.tid.

Do not add any special characters suchas *+,/...

No data Force: ()

SELECT sitename from category S
FF

Disable.

1 kollective.com
2 forum-dsi.com
5 normandiecybersecurite.com
2 netsecure-day.fr
5 nkinformatique.fr
& 9atom.org
7 9front.org
Web sites: 8 helenos.org
9 ingecap.fr
10 3v4l.org
11 compartilhandoti.com.br
12 etechconsulting-mg.com
ight Artica Tech © 2004-2018 13 ajaibpt.com
14 ajaibttx.com
15 sysvision.fr

« Add websites »
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Compiling your categories.

Add websites inside a category doesn’t add them to the Web-Filtering service or the Categories services.

Websites are stored inside the local PostgreSQL database and must be saved on disk inside a preformatted file.

For compiling your categories, you have 3 ways:
Category: acme_cat

Items

Search

Compiling a defined category

+Add websitcs X Compile thiscategory i Remove all items

On the category section, click on the button “Compile this category”. se
Artica will compile your category and reconfigure your category service and reload

. . . Web Sites
your Web-filtering service. :

1 kollective.com
2 forum-dsicom
3 normandiecybersecurite.com

4 netsecure-davfr

Your categories

= Your system Personal categories feature allows you to create your own web-filtering categories in order to modify the web-filterir

Compiling all categories

+ Newcategory X Restorebackip @ Compile all categories il emove all categories

On the list of all available categories, click on the button
“Compile all categories.”

. . . Categories Description
This task compiles all categories even though there are =
. . Cheater (Free Edition) Sites which are designed to explains cheating on exams.

not changes in your categories. e
U D-DOS (Free Edition) Websites providing information about ddos attacks
‘?l Dating (Free Edition) Dating, matching site for single person
'g‘ Dialers (Free Edition) Websites providing information about dialers
Ii‘ Downloads (Free Edition) Download manager

Compilation Schedules

“Your Categories” and Parameters click on schedule tab.
The scheduled compilation compiles only modified categories, in this case, you are able to create an hourly schedule.
Only modified categories will be compiled. If there is no changes, the task will do nothing.

Main parameters Schedule

Ratabases compilation

Thi will save to disk selected categories to make them available in the Web-Filtering engine process.

W Your categories +Newtask B Applyall schedules

¢ Parameters Search n -

D Task Description Run Enabled Delete

each day at 0%
13 Databases compilation  This task will save to disk selected categories to make them available in the Web- ° ° o
Filtering engine process.
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Uncategorized websites

If your server act as Categories server for others Artica proxies, your server is able to store all websites that are uncategorized.
To define an uncategorized website, your category server request the categories on Artica Cloud ( if enabled ), on the second categories server
and on your categories service.

e On the left menu, click on “Your categories” and “Categorization”.
e Select the “Not categorized” tab
e You will see the list of uncategorized websites and you are able to categorize it.

Your proxy Categorization

This section allows you to enable websites categorization.

Websites categorization allows you to get category according to a visited website.
Categories can be used to build proxy ACLs.

You can use the Artica Cloud datacenters.

And/Or use an installed Categories service in your network

Status Parameter Not categorized Jsers requests

Search H-

Date Domain Hits
2018 Monday October 29 1f300.com 1
2018 Monday October 29 sendinblue.fr 1
2018 Monday October 29 verified-reviews.com 1
2018 Monday October 29 sendibm3.com 1
2018 Monday October 29 sendibt1.com 1

This section is available by RESTFul API (see above).
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RESTful API for categories

You can offer RESTful API in order to Add/remove/compile your categories.
In this case, any software compatible with RESTful will be able to maintain your categories in your Artica server.

Enable the RESTFul service for categories.

On the left menu, choose “Your categories” and “Parameters.”

Your categories Parameters

Personal categories feature allows you to create your own web-filtering categories in order to modify the web-filtering behavior or increase Web-
filtering detection rate.

Main parameters Schedule Events

RESTful API KEY

Enable the feature:

API Key: g5Z8mIXUWNnJ6F 5tLOEEOyUbOMuSYwGOOFDIInpfDX4Smb17MSeeAR;jiorASb7u@

1. On the Main parameters, turn on the “Enable feature” on the RESTful APl KEY section.
2. Change or validate the API Key defined.
3. After Apply the configuration, you can use these commands to manage your categories.

RESTful commands for categories.

List available categories

| GET https://192.168.1.1:9000/api/rest/category/list

Example:

Sch = curl init();

SCURLOPT_ HTTPHEADER[]="Accept: application/json";
SCURLOPT_HTTPHEADER[]="Pragma: no-cache,must-revalidate";
$CURLOPT_HTTPHEADER[]="Cache—Control: no-cache,must revalidate";
$CURLOPT_HTTPHEADER[]="Expect:";

$CURLOPT_ HTTPHEADER[]="ArticaKey: HgMQCyaRV28l4wroleCU4UHL";
$MAIN URI="https://192.168.1.1:9000/api/rest/category/list";

curl setopt ($ch, CURLOPT HTTPHEADER, SCURLOPT HTTPHEADER) ;
curl setopt ($ch, CURLOPT TIMEOUT, 300);

curl setopt ($ch, CURLOPT URL, $MAIN URI);

curl setopt ($Sch, CURLOPT RETURNTRANSFER, 1);

curl setopt ($Sch, CURLOPT_ SSL VERIFYHOST,0);

curl setopt ($ch, CURLOPT SSL VERIFYPEER, 0) ;

Sresponse = curl_exec($ch);

Serrno=curl_errno ($ch);

if (Serrno>0) { echo "Error Serrno\n".curl error (Sch)."\nSresponse\n"; curl close(Sch); die(); }
$CURLINFO HTTP CODE=intval (curl getinfo ($ch, CURLINFO HTTP CODE)) ;
if($CURLINFO_HTTP_CODE<>200){ echo "Error $CURLINFO_HTTP_CODE\n"; die(); }

$json=json_decode ($response) ;

if (!$json->status) {echo "Failed $json->message\n";die();}

echo "Success, retreive the list of categories\n-—-—-—--—-—--—--------"----—~——————— \n";

foreach ($json->categories as $category id=>$line) {
//NAME category Name, KEY: Category Key
echo "[ID:S$category id]: {$line->NAME}, ({$line->KEY})\n";
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Create a new category

POST https://192.168.1.1:9000/api/rest/category/add

Field: name: Name of category

Field: desc: Description of the category

Return array: status (true/false), message (message error), category id ( new category ID)

Example

Sch = curl init();

SCURLOPT_HTTPHEADER[]="Accept: application/json";
$CURLOPT_HTTPHEADER[]="Pragma: no-cache,must-revalidate";
$CURLOPT_HTTPHEADER[]="Cache—Control: no-cache,must revalidate";
$CURLOPT HTTPHEADER[]="Expect:";
SCURLOPT_HTTPHEADER[]="ArticaKey: HgMQCyaRV2814wroleCU4UHL ";
S$MAIN URI="https://192.168.1.1:9000/api/rest/category/add";

curl_setopt($ch, CURLOPT HTTPHEADER, $CURLOPT_HTTPHEADER);
curl setopt ($ch, CURLOPT TIMEOUT, 300);

curl setopt ($ch, CURLOPT URL, $MAIN URI);

curl_setopt(Sch, CURLOPT_RETURNTRANSFER, 1);

curl setopt ($ch, CURLOPT_SSL VERIFYHOST,0) ;
curl_setopt($ch,CURLOPT_SSL_VERIFYPEER,O);

$POSTz=array ("name"=>"My New category","desc"=>"This is my description");
curl setopt($ch, CURLOPT POSTFIELDS, $POSTz);

Sresponse = curl_exec($ch);
Serrno=curl_errno ($ch);
if (Serrno>0) { echo "Error Serrno\n".curl error (Sch)."\nSresponse\n"; curl close(Sch); die(); }
$CURLINFO HTTP CODE=intval (curl getinfo ($ch, CURLINFO HTTP CODE)) ;
if($CURLINFO_HTTP_CODE<>200){
echo "Error S$SCURLINFO HTTP CODE\n";
$json=json_decode ($response) ;
if (!'$json->status) {echo "Failed $json->message\n";die();}
die();
}
$json=json_decode ($response) ;
if (!$json->status) {echo "Failed $json->message\n";die();}

echo "New category id $json->category id created...\n";
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Categorize a Web site “oep.org.bo” into the category “My new Category” ID 223

| GET https://192.168.1.1:9000/api/rest/category/223/oep.org.bo

Example:

Sch = curl init();

SCURLOPT_HTTPHEADER[]="Accept: application/json";

SCURLOPT HTTPHEADER[]="Pragma: no-cache,must-revalidate";
SCURLOPT_HTTPHEADER[]="Cache-Control: no-cache,must revalidate";
$CURLOPT_HTTPHEADER[]="Expect:";

SCURLOPT HTTPHEADER[]="ArticaKey: HgMQCyaRV28l4wroleCU4UHL ";

SMAIN URI="https://192.168.1.1:9000/api/rest/category/223/oep.org.bo";

curl setopt ($Sch, CURLOPT HTTPHEADER, $CURLOPT_ HTTPHEADER) ;
curl setopt ($ch, CURLOPT TIMEOUT, 300);

curl_setopt ($ch, CURLOPT URL, $MAIN URI);

curl setopt ($ch, CURLOPT RETURNTRANSFER, 1);

curl setopt (Sch, CURLOPT_SSL VERIFYHOST,0);
curl_setopt($ch,CURLOPT_SSL_VERIFYPEER,O);

Sresponse = curl exec(S$Sch);
Serrno=curl_errno ($ch);

if ($errno>0) { echo "Error S$Serrno\n".curl error($ch)."\n"; curl close($ch); die(); }
$CURLINFO_HTTP_CODE=intval(curl_getinfo($ch,CURLINFO_HTTP_CODE));

if($CURLINFO_HTTP_CODE==503){
// Already categorized, get the current category in json
$json=json_decode ($response) ;
echo "Already categorized Category id S$json->category id\nServer said: $json->messagel\n";
exit;

}

if($CURLINFO_HTTP_CODE<>200){
echo "Error $CURLINFO_HTTP_CODE\n";
$json=json_decode ($response) ;
if (!'$json->status) {echo "Failed $json->message\n";die();}
die();

}

$json=json_decode ($response) ;

if (!$json->status) {
echo "Status Return, Failed with message: $json->message\n";
die();

}

echo "Success category $json->category id $json->messagel\n";

Move Website oep.org.bo from category number 223 to category number 228

| GET https://192.168.1.1:9000/api/rest/category/228/ocep.org.bo/223

Delete Website oep.org.bo from category number 228 (put 0 after /category/)

| GET https://192.168.1.1:9000/api/rest/category/0/oep.org.bo/228
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List last 250 Websites from category number 223

| GET https://192.168.1.1:9000/api/rest/category/223/1list

List last 250 Websites from category number 223 where websites like *.com.br

| GET https://192.168.1.1:9000/api/rest/category/223/1list/.com.br

Example:

Sch = curl init();

SCURLOPT_HTTPHEADER[]="Accept: application/json";
$CURLOPT_HTTPHEADER[]="Pragma: no-cache,must-revalidate";
SCURLOPT_ HTTPHEADER[]="Cache-Control: no-cache,must revalidate";
SCURLOPT_HTTPHEADER[]="Expect:";
$CURLOPT_HTTPHEADER[]="ArticaKey: HgMQCyaRV2814wroleCU4UHL";

SMAIN URI="https://192.168.1.1:9000/api/rest/category/223/1list/.com.br";

curl_setopt($ch, CURLOPT_HTTPHEADER, $CURLOPT_HTTPHEADER);
curl_setopt(Sch, CURLOPT_TIMEOUT, 300);

curl setopt ($ch, CURLOPT URL, $MAIN URI);

curl setopt ($ch, CURLOPT RETURNTRANSFER, 1);
curl_setopt($ch,CURLOPT_SSL_VERIFYHOST,O);
curl_setopt($ch,CURLOPT_SSL_VERIFYPEER,0);

Sresponse = curl_exec($ch);
Serrno=curl_errno ($ch);
if (Serrno>0) { echo "Error Serrno\n".curl error (Sch)."\n"; curl close(Sch); die(); }

SCURLINFO_HTTP_CODE=intval (curl_getinfo ($ch, CURLINFO HTTP_ CODE)) ;

if($CURLINFO_HTTP_CODE<>200){
echo "Error $CURLINFO_HTTP_CODE\n";
$json=json_decode ($response) ;
if (!$json->status) {echo "Failed $json->message\n";die();}
die();
}

$json=json_decode ($response) ;

if (!$json->status) {
echo "Status Return, Failed with message: $json->message\n";
die();

}

$count=$json->count;
for ($1i=0;$i<$json->count; $i++) {

echo "site:".$json->sites[$i]."\n";
}

echo "Success\n";
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Get the category of oep.org.bo

| GET https://192.168.1.1:9000/api/rest/category/get/oep.org.bo

Example:

Sch = curl init();

SCURLOPT_HTTPHEADER[]="Accept: application/json";

[1
SCURLOPT_ HTTPHEADER[]="Pragma: no-cache,must-revalidate";
SCURLOPT_HTTPHEADER[]="Cache-Control: no-cache,must revalidate";
$CURLOPT_HTTPHEADER[]="Expect:";

SCURLOPT HTTPHEADER[]="ArticaKey: HgMQCyaRV28l4wroleCU4UHL ";
S$MAIN URI="https://192.1368.1.1:9000/api/rest/category/get/oep.org.bo";

curl_setopt($ch, CURLOPT_HTTPHEADER, $CURLOPT_HTTPHEADER);
curl_setopt(Sch, CURLOPT_TIMEOUT, 300);

curl setopt ($ch, CURLOPT URL, $MAIN URI);

curl setopt ($ch, CURLOPT RETURNTRANSFER, 1);

curl setopt ($Sch, CURLOPT_SSL VERIFYHOST,0);
curl_setopt($ch,CURLOPT_SSL_VERIFYPEER,O);

Sresponse = curl exec(S$Sch);
Serrno=curl_errno ($ch);
if (Serrno>0) { echo "Error Serrno\n".curl error(Sch)."\n"; curl close(Sch); die(); }

$CURLINFO_HTTP CODE=intval (curl getinfo ($ch, CURLINFO HTTP CODE)) ;

if (SCURLINFO HTTP_ CODE==404) {
echo "Not categorized $json->message\n";
exit;

}

if($CURLINFO_HTTP_CODE<>200)(
echo "Error $CURLINFO_HTTP_CODE\n";
$json=json_decode ($response) ;
if (!$json->status) {echo "Failed $json->message\n";die();}
die();
}
$json=json_decode ($response) ;
if (!$json->status) {echo "Status Return, Failed with message: $json->message\n";die();}
echo "Success Category:$json->category id message from server: $json->messagel\n";

Compile all categories

| GET https://192.168.1.1:9000/api/rest/category/compile

Compile only category 228

| GET https://192.168.1.1:9000/api/rest/category/compile/228
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Get the list of last 250 uncategorized websites (order by hits)

| GET https://192.168.1.1:9000/api/rest/category/uncategorized

Example:

Sch = curl init();

SCURLOPT_HTTPHEADER[]="Accept: application/json";
$CURLOPT_HTTPHEADER[]="Pragma: no-cache,must-revalidate";
$CURLOPT_HTTPHEADER[]="Cache—Control: no-cache,must revalidate";
$CURLOPT HTTPHEADER[]="Expect:";

$CURLOPT_HTTPHEADER[]="ArticaKey: HgMQCyaRV2814wroleCU4UHL";

SMAIN URI="https://192.168.1.1:9000/api/rest/category/uncategorized";

curl_setopt($ch, CURLOPT HTTPHEADER, $CURLOPT_HTTPHEADER);
curl setopt ($ch, CURLOPT_ TIMEOUT, 300);

curl setopt ($Sch, CURLOPT URL, SMAIN URI);

curl_setopt($ch, CURLOPT_RETURNTRANSFER, 1);

curl setopt ($ch, CURLOPT_SSL VERIFYHOST,0) ;

curl setopt (Sch, CURLOPT_ SSL VERIFYPEER,0);

Sresponse = curl exec($ch);
Serrno=curl errno($ch);
if (Serrno>0) { echo "Error $errno\n".curl error($ch)."\n"; curl close($ch); die(); }

SCURLINFO_HTTP_CODE=intval (curl_getinfo ($ch, CURLINFO_HTTP_CODE)) ;

if (SCURLINFO_HTTP CODE<>200) {
echo "Error $CURLINFO_HTTP_CODE\n";
$json=json_decode ($response) ;
if (!$json->status) {echo "Failed $json->message\n";die();}
die();
}
$json=json_decode (Sresponse) ;
//Get the number of items;
$items=$json->count;
echo "$items elements\n";

for ($1i=0;Si<Sitems; S$i++) {
$sitename=$json->websites[$i] ->SITENAME ;
$requests=$json->websites[$i] ->RQS;
$saved date=$json->websites[$i]->DATE;
echo "S$sitename saved on S$saved date requests:Srequests\n";
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Testing categories
. . . . [} Other bookmarks
If you are using passive mode or active mode, you can query a category from a website.
Click on the button on the top-right webpage (near the “Log out”) 165%  2Members B (DLogodMiz
On this right menu, choose “Your Proxy” and “Test categories.”

A new form is displayed Action
It allows you to ask which category is associated with the queried domain. Help & Support
@ Video tutorials
Test categories 3% Create aticket
B Support package
www.tf1 fr Seafch a category ' Your proxy
I #r Services operations

= www.tf1.fr / | P Y T
Category:Web TV System
Collection of site offering TV streams via world wide web

2766): wwwaf1fr
www.tf1fr: Limited_categorize -->
SOl ite- www tf1 fr = Na recuite
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PrRoxy RESTFuL API

If you want to manage proxy features using RESTful API, you need to install the RESTful API under the features. (THe REST API SERVICE IS AVAILABLE
WITH ENTERPRISE EDITION).

A Notinstalled
A\ Require activated

A Wrongprivileges

Proxy features

— BT o seice | uninsaall

Uninstalled RESTful API for Proxy service + Install

Advanced Web Proxy access
e==n .. | uninstall
==n

Caching objects on local disk

After the RESTFul API for proxy service installed, on the left menu, go to “Your Proxy”, “Global Settings.”
A field “RESTful, API key” is displayed and allows you to modify the default API key to manage your server.

Your proxy General settings

Common configuration of your main proxy service

General settings nfrastructure Performance TimeOuts DNS settings Ports restrictions
Identity
Visible hostname: router.touzeau.biz 8]
Unigque hostname: Unique hostname

RESTFul, API Key: TaR9uMaMBKo10gGlIvta8%hcgNdYKXmP1

Proxy administrator email; david@articatech.com

Display server name and version;: OFF

93



Artica V4 Documentation — support@articatech.com

CACHING

Exclude from caching

In some cases, you need to exclude the proxy to store objects from its cache according items.
The section: “Caching” and “Deny from cache” allows you to create simple rules to force proxy not to store objects.

B Search a computer, amembei @ Requests (©18:42:53 ECpu:3.7%|Mem:18.4% 32 Members -u OLlogout =
Manager

Deny from cache

+Newitem 13 Apply rules

Search n -

Type Delete

Source IP address o

Items

192.168.1.209

Copyright Artica Tech © 2004-2018 v4.01.102918 Enterprise Edition | UpTime: about 1 Month

© Deny from cache

1.  Web server of domain: Deny from cache based

New item
on a domain name.
. Give the main domain part of your website: images.domain.tid or domain.tld. did not give the www of the web site :
2. Destination IP(s): Deny from cache according to a pccl ool
. Here the list of destinations that will be not cached by the proxy.
range/subnet/IP address of an Internet site.

You can define both IP addresses or domains.
Anip address can be a subnet: 192.168.1.0/24 or asingle IP 192.168.1.1

X ‘A domain can be a domain and it s subdomain using the hat *: eg “www.domain.com
3. Source IP address: Deny from cache according to O the main domain: eg domain.com
a range/subnet/IP address of a local computer
client. item:  item
Type: ‘ Web server or domain a
\ q
None
|

Destination IP(s)

Source IP address
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RESTFul API:

If the RESTful APl is enabled for the Proxy service, you can use these commands to manage the “No cache section”
The RESTFul api needs to add the ArticaKey: API Key in the HTTP request header

List “Deny cache rules”

GET https://192.168.1.1:9000/api/rest/proxy/cache/deny/list

Example:

Sch = curl init();

SCURLOPT_HTTPHEADER[]="Accept: application/json";
SCURLOPT_HTTPHEADER[]="Pragma: no-cache,must-revalidate";

SCURLOPT_ HTTPHEADER[]="Cache-Control: no-cache,must revalidate";
$CURLOPT_HTTPHEADER[]="Expect:";

SCURLOPT_ HTTPHEADER[]="ArticaKey: TaR9uMaMBKol0gGlvta89hcgNdYKXmP1";
SMAIN URI="https://192.168.1.1:9000/api/rest/proxy/cache/deny/list";

curl_setopt($ch, CURLOPT_HTTPHEADER, $CURLOPT_HTTPHEADER);
curl setopt ($ch, CURLOPT TIMEOUT, 300);

curl setopt (Sch, CURLOPT URL, $SMAIN URI);

curl setopt ($ch, CURLOPT RETURNTRANSFER, 1);

curl setopt (Sch, CURLOPT_SSL VERIFYHOST,0);
curl_setopt($ch,CURLOPT_SSL_VERIFYPEER,O);

Sresponse = curl exec($ch);
$errno=curl_errno($ch);
if (Serrno>0) {

echo "Error S$errno\n".curl error (Sch)."\nSresponse\n";
curl close($ch);
die();

}
SCURLINFO_HTTP_CODE=intval (curl_getinfo ($ch, CURLINFO_HTTP_CODE)) ;

if ($CURLINFO_HTTP CODE<>200) {
echo "Error S$SCURLINFO HTTP CODE\n";
die();
}
$json=json_decode ($response) ;
if (!$json->status) {echo "Failed $json->message\n";die();}
echo "Success\n";

foreach ($json->results as $index=>$1line) {
echo "[$index]: {$line->items}, ({$line->ztype})\n";
}

Add a new deny cache rule

I GET https://192.168.1.1:9000/api/rest/proxy/cache/deny/add/[TYPE]/[item]

Where [TYPE] is an integer of

0: A destination domain

1: A destination IP address or CDIR.
2: A source IP address or CDIR

And [item] is the value.

Example: do not cache clubic.com website

| GET https://192.168.1.1:9000/api/rest/proxy/cache/deny/add/0/clubic.com

Example: do not cache 23.38.11.195 public IP address

I GET https://192.168.1.1:9000/api/rest/proxy/cache/deny/add/1/23.38.11.195

Delete a deny cache rule:

I GET https://192.168.1.1:9000/api/rest/proxy/cache/deny/del/[item]

Where [item] is the IP address or the domain to remove.

Apply deny cache rules to the proxy server and make them in production

I GET https://192.168.1.1:9000/api/rest/proxy/cache/deny/apply
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REALTIME STATISTICS.

It is important to know whats happening in the Internet flow. If need to answer about who uqing the proxy now, what bandwidth is used, what is
the website using the bandwidth...

Enable the Realtime statistics
To enable the realtie statistics, you need to install the Persistent Key-value database service and the

e On the feature section, in the search field, type the Persistent word
e  Click on Install button on the Persistent key-value DB row.

Install or uninstall features

This section allows you to install/uninstall available features on your server

select~ | [ Expand

persis n -

Status Software Action

Uninstalled Persistent key-value db i

e  Search the field “Proxy events”
e Click on install button on the “Proxy Events listener” row

Install or uninstall features

This section allows you to install/uninstall available features on your server

select v £ Expand \

Proxy events n v

Status Software Action

Uninstalled Proxy events listener P

Display proxy statistics

This feature groups statistics each 10minutes, after installing the 2 features, wait about 10minutes.
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e On the Dashboard, you will see new tabs: Proxy statistics and Proxy Members

22 Dashboard

router.touzeau.biz #

Your system Proxy statistics Proxy members
Used CPU ‘ Memtsed Load eth0: 2,21 Mbit/s
Transmission/Recept
0%/100% 227GB/7.72GB 0.18/6.8

14,33 GiB/718,99 MiB

'

router.touzeau.biz #

Your system Proxy statistics Proxy members

Proxy Statistics

Bandwidth

528/68 187.9 MB

Downloaded flow (MB) Today

The 3 green box shows you for a period of 10

minutes:
500
1. The number of Members that using your 400
proxy service g 500
2.  The number of requests and visisted
domains. -
3. The bandwidth usage. 100
° SN i\
3 graphs are displayed for the current day. B A R R L S
. . @ Size
o The bandwidth usage each 10minutes.
e  The number of requests each 10minutes. hits Today =
e  The number of users using the proxy each 000

10mn

hits

500

Proxy Statistics: RESTFul API

Produce data to build current day bandwidth,requests, members data

GET https://192.168.1.1:9000/api/rest/proxy/stats/today

Produce information of the 10 minutes period.

GET https://192.168.1.1:9000/api/rest/proxy/stats/status
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ICAP CENTER

The ICAP center allows you to plug ICAP remote services to your Artica Proxy.
The Internet Content Adaptation Protocol (ICAP) is a lightweight HTTP-like protocol specified in RFC 3507 which is used to extend
transparent proxy servers, thereby freeing up resources and standardizing the way in which new features are implemented.

ICAP is generally used to implement virus scanning and content filters in transparent HTTP proxy caches.
Content adaptation refers to performing the particular value-added service (content manipulation) for the associated client request/response.

ICAP concentrates on leveraging edge-based devices (caching proxies) to help deliver value-added services.
At the core of this process is a cache that will proxy all client transactions and will process them through web
servers.

These ICAP servers are focused on a specific function, for example, ad insertion, virus scanning, content
translation, language translation, or content filtering.

Off-loading value-added services from web servers to ICAP servers allows those same web servers to be scaled
according to raw HTTP throughput versus having to handle these extra tasks.

v" On the left menu, choose “Your Proxy” and “ICAP Center”
v' Atable is displayed and show you a list of pre-defined ICAP services examples.
v' The “Bypass” column allows the proxy to continue processing requests if the ICAP service is down or failed.
If enabled, then the proxy can bypass the ICAP service.
If disabled, then the proxy sends an error page and stop processing requests.

ICAP Center

This section allows you to connect services around your proxy server using the ICAP protocol such as antivirus, web filtering...

o Ch n N

Status ORier Daemon Name Address Mode Bypass Move Enabled Delete
Disabled 0 C-ICAP Antivirus - LOCAL - RESPONSE 127.00.1:1345 respmod_precache ™ ¥ -
Disabled 0 C-ICAP Antivirus - LOCAL - REQUEST 127.00.1:1345 regmod_precache ™V -
Disabled 0 C-ICAP Antivirus - REMOTE - RESPONSE 10.20.0.2:1345 respmod_precache ™ V¥ -
Disabled O C-ICAP Antivirus - REMOTE - REQUEST 10.20.0.2:1345 regmod_precache (R 2 -
Disabled 0 Kaspersky Antivirus - LOCAL - REQUEST 127.00.1:1344 regmod_precache ™~ v -
Disabled 0 Kaspersky Antivirus - LOCAL - RESPONSE 127.00.1:1344 respmod_precache ™ V¥ -
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EXAMPLE: CONNECT TO THE KASPERSKY WEB TRAFFIC SECURITY ICAP SERVER

v" On the Kaspersky Web traffic Security console, open the “Settings”/ ICAP server” menu.
v" Ensure the ICAP server Address listen the 0.0.0.0 (means all IP addresses of the server)
v' Take a look of the listen port (1344 by default), the path to request modification and the path to response modification service

Settings

Kaspersky
Web Traffic Security Protection
ICAP server address 0.0.00 EI 13448
Dashboard External services
Maximum connections over the 5000 S|
Events Database update ICAP protocol -
he 1000 up 1 10000
Rules o
Licensing
Header with the client IP X-Client-1P 0]
Workspaces address

Proxy server connection

Users Header containing user name: X-Client-Username
LDAPserver;connection [ User name in Base64 encoding
Servers e I T e T B
45} Settings Templates for access denied pages
Path to request modificajion av/reqmod
Events service
Path to response modifidation av/respmod
Syslog :
service
ICAP server Start to transfer HTTP messages D Disabled
before their scanning is
complete 9
SNMP

Single Sign-On login Skip the HTTP CONNECT @ crobles
method check

Configuration settings

Administrator with superuser privileges

Cancel Set default values

On Artica, search the Kaspersky Antivirus — REMOTE REQUEST and Kaspersky Antivirus — REMOTE RESPONSE
Click on each service.

ICAP Center

This section allows you to connect services around your proxy server using the ICAP protocol such as antivirus, web filtering

Search n -

Status Order Daemon Name Address Mode Bypass Move Enabled Delete
Disabled 0 C-ICAP Antivirus - LOCAL - RESPONSE 127.00.1:1345 respmod_precache ™V -
Disabled O C-ICAP Antivirus - LOCAL - REQUEST 127.00.1:1345 regmod_precache ™V -
Disabled 0 C-ICAP Antivirus - REMOTE - RESPONSE 10.200.2:1345 respmod_precache "~V -
Disabled 0 C-ICAP Antivirus - REMOTE - REQUEST 10.200.2:1345 regmod_precache ™V -
Disabled 0 Kaspersky Antivirus - LOCAL - REQUEST 127.00.1:1344 reqmod_precache ™V -

PONSE 127001.1344 _respmod precache 2 -
0 Kaspersky Antivirus - REMOTE - REQUEST 10.200.2:1344 regmod_precache ™V -
0 Kaspersky Antivirus - REMOTE - RESPONSE 10.200.2:1344 respmod_precache ™V -

v JITEU VWWED TIHIETIE = REOVIUTE = REQULEST IU.ZUV.Z 1955 TEQINOUU_Pretalnic LM
Disabled 0 WebSense Web filtering - REMOTE - REQUEST 10.200.2:1344 regmod_precache ™V -
Disabled 0 Proventia Web Filter - REMOTE - REQUEST 10.200.2:1344 regmod_precache ™V -
Disabled O C-ICAP Web Filtering - LOCAL - REQUEST 127.00.1:1345 regqmod_precache ™V -
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Turn ON the Enabled option and modify the Address to the IP address used by your Kaspersky Web traffic Security server.

Click on Apply
Kaspersky Antivirus - REMOTE - RESPONSE

Kaspersky Antivirus - REMOTE - RESPONSE

Daemon name: Kaspersky Antivirus - REMOTE - RESPONSE

. enabled: [

Order: =10 +*
Address| | 192.168.154) o |
listen port: - 1344 +* |

ICAP Service name: av/respmod
type: RESPMOD v

If overloaded: Bypass ¥

X-Next-Services: [ ]
Bypass:

100 +

« Apply » \

Max connections:

After modify the 2 entries, click on Apply button on the main table to link your proxy to enabled ICAP services.

ICAP Center

This section allows you to connect services around your proxy server using the ICAP protocol such as antivirus, web filtering...

© Refresh 4+ Newservic: @ Apply

Search n -

Status Order Daemon Name Address Mode Bypass move Enabled Delete
Disabled O C-ICAP Antivirus - LOCAL - RESPONSE 127.00.1:1345 respmod_precache ™~V -
Disabled O C-ICAP Antivirus - LOCAL - REQUEST 127.00.1:1345 reqmod_precache ™~V -
Disabled O C-ICAP Antivirus - REMOTE - RESPONSE 10.20.0.2:1345 respmod_precache Ly i -
Disabled O C-ICAP Antivirus - REMOTE - REQUEST 10.20.0.2:1345 reqmod_precache f 2 -
Disabled O Kaspersky Antivirus - LOCAL - REQUEST 127.00.1:1344 regmod_precache D -
Disabled 0 Kaspersky Antivirus - LOCAL - RESPONSE 127.00.1:1344 respmod_precache ™V
Disabled O Kaspersky Antivirus - REMOTE - REQUEST 192.168.154:1344 reqmod_precache ™~V -
Disabled 0 Kaspersky Antivirus - REMOTE - RESPONSE 192.168.154:1344 respmod_precache "~V v
Disabled O Olfeo Web filtering - REMOTE - REQUEST 10.200.2:1344 reqmod_precache B 2 -

After few seconds, status must be turned to “Active”

ICAP Center

This section allows you to connect services around your proxy server using the ICAP protocol such as antivirus, web filtering...

& Refresh 4+ Newservice @ Apply

Search n -

Status Order Daemon Name Address Mode Bypass move Enabled Delete

1 Kaspersky Antivirus - REMOTE - RESPONSE 192168.154:1344 respmod_precache e -

2 Kaspersky Antivirus - REMOTE - REQUEST 192168.154:1344 reqmod_precache e -
Disabled | 3 C-ICAP Antivirus - LOCAL - RESPONSE 127.00.1:1345 respmod_precache Y -
Disabled | 4 C-ICAP Antivirus - LOCAL - REQUEST 127.00.1:1345 reqmod_precache e -
Disabled | 5 C-ICAP Antivirus - REMOTE - RESPONSE 10.2002:1345 respmod_precache Y -
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KASPERSKY WEB TRAFFIC SECURITY

Kaspersky Web Traffic Security is a solution (hereinafter also referred to as "application") for protecting HTTP, HTTPS, and FTP traffic
passing through your Artica proxy server using the ICAP protocol.

The application protects users of a corporate network when accessing Internet resources.

For example, it deletes malware and other threats from the data stream that enters the corporate network via the HTTP(S) and FTP
protocols, blocks infected and phishing websites, and controls access to Internet resources based on Internet resource categories and
content types.

The application has been developed for corporate users.

Features

e Protects the IT infrastructure of your organization from most modern malware and encrypting ransomware thanks to machine-
learning algorithms and operating system data emulation technology.

e Blocks access to infected and phishing websites.

e Uses Kaspersky Security Network data to obtain information about the reputation of files and Internet resources, ensure that
Kaspersky Lab applications react to threats faster without waiting for an application database update, and reduce the likelihood of
false positives.

e Performs content filtering of incoming and outgoing files based on the URL, file name, MIME type, size, type of source file (the
application can determine the true format and type of the file, regardless of its extension), and checksum (MD5 or SHA256).

e Lets you restrict access to various categories of Internet resources, for example: Gambling, lotteries, sweepstakes; Adult content;
Internet for children; Prohibited by legislation of the Russian Federation.

e Lets you monitor the application operating status, the network traffic processed by the application, the number of scanned and
detected objects, most recent threats, blocked users and URLs in the application web interface.

e Lets you create workspaces for configuring individual rules for processing traffic of departments of organizations or managed
organizations (for Internet service providers).

e Lets you configure access permissions of administrators for working with managed organizations.

e Adjusts traffic processing conditions in cases when traffic processing does not match the defined rules.

¢ Integrates with Microsoft Active Directory to assign roles and manage access and protection rules. Supports NTLM- and Kerberos
authentication in Active Directory for access to the web interface.

e Publishes application events to a SIEM system that is already in use in your organization over the Syslog protocol. Relays
information about each event as a separate syslog message in CEF format.

e Lets you access application information over the SNMP protocol.

Kaspersky Web Traffic Security is compliant with the General Data Protection Regulation (GDPR) and applicable European Union laws on
confidential information, personal data, and data protection

Install Kaspersky Web traffic Security
To install Kaspersky Web Traffic Security, you need:

e Avalid Kaspersky License (serial number)
e Install the Ngnix Web service.

Downloading the package from your Artica server
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FIREWALL PROTECTION

AUTOMATIC PROTECTION — FAIL TO BAN

The Fail to Ban ( aka fail2ban) service is an intrusion prevention software framework that protects your Artica servers from brute-force
attacks

Most commonly it is used to block selected IP addresses that may belong to hosts that are trying to breach the system's security.

It can ban any host IP address that makes too many login attempts or performs any other unwanted action within a time frame defined by the
administrator.

Install the Fail to ban service.
Go to the features section, in the search box, type “fail to”

Click on Install button on the “Fail To Ban” service.

MANAGE ITEMS

When create a group inside a rule, you can manage Items - Group: Mes adresses IP
several items.

A search engine ( the first search field) allows you to find Mes adresse; ltems
the item.

The interface list is limited to 150 rows, if your item is not
displayed in the first rows you have to use the search

engine. +Newitem  §Import

An item can be enabled or disabled, when the item is | Search n .
disabled, it will be not add into the FireWall rules but still
available on the Web interface.

| 192.168.11 l Go!

Date Items Members Enable Delete
Bulk importation. 2018 Tuesday October 09 11:31:52 98.25.14 Manager v O
The Import button allows you to massively import items in | : el b ° °
the group.
ltems must be stored in a text file separated by a carriage
return.

A group has no item limits, you just have to think about memory used by Items - Group: Mes adresses IP

the firewall according to 25,000 elements takes up about 350k of memory.

Mes adresses IP

MAX 200
+Newitem §Import

Import - Group: Mes adresses |IP

Date

Click on browse button in order to import a text file with each item separated by a carriage return.

2. Upload aFile

SELECT " FRUI™ weuiinues s_sucinss voi 1LAL POWLEII LINL /D1MIAA LU0/ MINL EPIN—U URLLR U1 1 LI LM U, 2400
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Find a rule based on an item

The global search engine on the firewall-rule list allows you to find a rule according to a defined item.

The wildcard is supported, if you need to find a specific IP string or subnet, the table will display rules that stores the group with the desired

item.

Firewall Rules

| 98.25.1.4|

4 New Rule B Apply Firewall rules All | Interface externe (eth1l) Interface Interne (ethO) > Interface externe (eth1l)  Interface Interne (ethO) = Interface wianO (wlan0)  Interface

Order Rule Name Network Interface
Test groupe
1 For inbound objects (2 Items ) and To everything and
Service «ssh» then Deny access Interface wlanO (wlanQ) = Interface In
All times
. Internet access
Allow this server to reach remote DNS, HTTP, HTTPS, FTP services and 217.182.193.199 Port 6000 Interface externe (eth1)
. Proxy service
Allow all computers in trusted networks to be connected to proxy ports listed in Listen ports section Interface externe (eth1)
. default
Finally deny all Interface externe (eth1)
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THE SMTP SERVICE

The Artica SMTP service is designed to provide an advanced SMTP routing service and/or Anti-Spam/Antivirus service.

FEATURES

Anti-spam
Artica implements a number of techniques to detect, filter and block spam.
It combining artificial intelligence algorithms and constantly adapts to identify the ever-changing techniques of spammers.
ArticaTech provide advanced antivirus patterns to detects SPAM and phishing.

Protection
Artica is able to fight against phishing, ransomwares, malware, crypto locker and other threats.

Anti-virus
The antivirus service is able to checks all incoming messages for viruses, worms, macro and suspicious attachments with potentially
dangerous contents.

Quarantine
Artica offers a simple way to review quarantine lists

Powerful management
The administrator can keep control of all system settings.
Detailed traffic and filtering reports give the administrator a clear vision of network and mail activity.
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INSTALL THE SMTP SERVICE

The SMTP service is a designed appliance, after installing this service.
All “Appliance services” will be removed and hidden in the Features section.

e On Your system/Features in the Search box, type “MTA”

e Click on Install on the “Postfix MTA Mail system” row.

e s wrugvut e

Manager

Install or uninstall features

This section allows you to install/uninstall available features on your server

(o
o

Action

¥ Features

Status Software

Uninstalled Postfix MTA Mail systerr ' + Install

After installing the service, you will be able to show the menu “SMTP Router” that displays available options.
On the TOP Menu, a new item “SMTP Transactions” is added.
This option is designed to display routed messages in realtime.

E Search a computer, a membel

@ SMTP Transactions |® Monitor (© 10:58:00 ¥ Cpu:3.4%|

Manager

Postfix MTA Mail gystem »» Service status

This section allows you to manage the SMTlservice that is in charge to transfert messages to the correct desti
Messages can be transfered to remote server or to the local service in charge of store messages into mailboxes

Status Statistics Queue

- n

Postfix MTA service
Running

since 12h 20mn 22s
Memory used: 2.56 MB

< Restart
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First step, set your authorized networks.

It is important for your MTA service to define which network is
allowed to send messages to Internet ( any )

= i 0.0.0.0/0
To perform this behavior, the MTA service needs to know = From *

which computer is able to send a message to be forwarded to to internal domain only
foreign domains.

On the SMTP Router, Routing & network, selec the “What

clients to relay mail from” tab.
192.168.1.0/24
Add all networks or IP addresses of the computers/servers From * to anything

that will be able to send messages to Internet.

Routing tables v3.3.1

Routing tables allows you to create rules in order to forward message to a next hope messaging server according destina

Routing What clients to relay mail from ?

+ New address {3 Apply configuration

@ Status

Networks

£ Routing & network

192.168.1.0/24
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THE ROUTING TABLE
On the SMTP Router, Routing & network, selec the “Routing” tab.

This section instruct the SMTP service where to forward messages according sender email or sender domain or recipient email or recipient
domain.
In most cases you want to relay messages

according to the destination domain. Routing table:: New entry

Click on new rule in order to create a routing rule

Routing rule: New entry

Destination domain or recipient:.

If the option”Direction” is “Inbound” then this field Destination domain orrecipient; |~ acme.corp @
is the destination address. | Reject unverified recipient; [ 9FF |
It should be:
“dummy@domain.tld or domain.tid or .domain.tid” enablec: ()

Direction: Inbound v
If the option “Direction” is “Outbound”, then this filed
is the sender address. Service:  SMTP .

It should be

“« . . . » SMTP dd S 19.168.1.113]
dummy@domain.tld or domain.tld or .domain.tld RS |

) Port: - | 25 +
The service

The router service that will be in charge to forward
the message from the mail queue.
In most cases this will be the SMTP service

Transport Layer Security

Opportunistic TLS mode:

The SMTP server address and port: SMTPTLS security level:  None . ‘
The hostname or IP address of the destination ‘
server.

Opportunistic TLS mode. m

If turned to ON your Artica server will try to forward
the message using TLS/SSL, you can define the
TLS verification method that your Artica server
should use.

Routing tables v3.3.1

Routing tables allows you to create rules in order to forward message to a next hope messaging server according destination domains, senders or recipier

Reconfiguring: 100% Done «Details»

Rﬁguri ng- 100% D:

Routing What clients to relay mail from ?

4+ NewRule | = NewBlind carbon copy B Apply configuration

Direction Item Forward To

Inbound acme.corp (smtp) 19.168.1.113:25

Did not forget to “Apply configuration” after creating all rules.
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Many domains in the same routing rule

If you have several SMTP domains that should use the same routing parameters, open the first routing rule you have created.
Open the tab Identical domains.

In the text area, add all domains that will use the same configuration.

Routing table: artica.fr

Parameters Identical domains

Domains

Domains that use same parameters of the original set

1 acmi.corp

3| acTi:fon pmm—
3 outgoing.fr

« App|y »
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Transfert messages to Exchange 2010 using TLS on port 587

QA: SSL ? Get Exchange 2010 Server to listen for SMTP on port 4657
Yes, you can make any SMTP virtual server or Receive connector listen on port 465, but that will not achieve your goal of secure SMTP

(SMTPS).
1. Create a user/mailbox like “Artica”
2. Start the Exchange Management Console.
3. In the console tree, click Recipient Configuration.
4. In the result pane, select the mailbox for which you want to grant the Send As permission.
5. Inthe action pane, under the mailbox name, click Manage Send As Permission. The Manage Send As Permission wizard opens.
6. On the Manage Send As Permission page, click Add.
7. In Select User or Group, select the user (artica) to which you want to grant the Send As permission, and then click OK.
8. Click Manage.

On the Exchange PowerShell, type this command

Get-ReceiveConnector "Name of Connector" | Add-ADPermission -user "ACME\artica" -ExtendedRights "ms-Exch-SMTP-
Accept-Any-Sender"

. Routing table:: X
On the routing rule

1.

2.

Routing rule: acme.corp

Define the target port as 587
Reject unverified recipient:
Enable the TLS method enaviec: ()
Direction: Inbound
Turn on the Authenticate method Service: | SMTP
SMTP server address: 1921681113 6]
Set the username and passord of the user with “Send As ‘
permiSSiOn” | Port: = 587 +

X

Transport Layer Security

Opportunistic TLsmode: (]

SMTP TLS security level: Mandatory TLS encryption

authenticate

- e BN ‘{’

Username:  artica
Password:  sesssssssssses

«Apply »
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Transfert all outgoing messages to an Routing table:: New entry
SMTP relay with authentication.

Routingrule: N:
If Artica is designed to be an Internal hub and must forward all | /
outgoing messages to a dedicated SMTP relay with authentication. e
| Reject unverify ‘
Create an outgoing routing rule with the wild-card “*” character has Enablec: (] / ’
destination domain. bkaciion: | Cuifond B
Select the direction as “Oubound” value. | seevies | SWE ’
SMTP server address: 212.2556.32
Set the address of the outgoing relay. -~ 3
Enable the Authenticate feat_ure and give the username and T TR
password to enable your Artica server to authenticate the SMTP
Session_ Opportunistic TLS mode:
SMTP TLS security level: None v
authenticate ‘
Enabled: (] ’
User name: mailboxrelay
Password: escsccce ®

Routing tables v3.3.1

Routingtables allows you to create rules in order to forward message to a next hope messaging server according destination domains, senders or recipients.
Reconfiguring: 100% Done «Details»

Reconfiguring - 100% Done

Routing What clients to relay mail from?

+NewRule | +NewBlindcarboncopy B Apply configuration
Search n -

Direction Item Forward To Enabled Delete
T — mip 21225563225 o
Authentication: mailboxrelay
(smtp) 172.168.1.113:587
Inbound acme.corp Opportunistic TLS mode: Mandstory TLS encryption e

Authentication: artica
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ADDRESSES REWRITING

Adresses Rewritting allows you to perform address rewriting
The menu “SMTP router”’/Addresses Rewriting allows you to create rules according to 3 methods.

v' Generic: Typically to transform a locally valid address into a globally valid address when sending mail across the Internet.

Generic, means no direction but only for outgoing messages, addresses can be for sender or recipients. If found, it will be replaced.
This is needed when the local machine does not have its own Internet domain name, but uses something like localdomain.local instead.

address rewriting

Perform address rewriting typically to transform a locally valid address into a globally valid address when sending mail across the Internet

Source Pattern Destination Pattern Generic Sender Recipient Delete

+NewRule @ Apply configuration
Sea

No results

> address rewriting

v' Sender: You want to rewrite the SENDER address "user@ugly.domain” to "user@pretty.domain", while still being able to send mail to
the RECIPIENT address user@ugly.domain
Note: This option is processed before Generic.

v' Recipient: Optional address mapping for envelope and header recipient addresses.
Note: This option is processed before Generic.

Click on New Rule to open the Rewriting form.

@acme.corp (2)

Source pattern: @acme.corp

Destination pattern: @articatech.net

Outgoing messagesonly:  [_] OFF |

Sender address:

Recipient Address: [ JorF ]

« Apply »

|

Source patterns are tried in the order as listed below:

v'  user@domain address
Replace user@domain by address.
This form has the highest precedence

v'  user address:
Replace user@site by address when site is equal to hostname, when site is listed in domains

v @domain address:
Replace other addresses in domain by address.
This form has the lowest precedence
Examples:

his@localdomain.local >> hisaccount@hisisp.example
her@localdomain.local >> heraccount@herisp.example
@localdomain.local >> hisaccount+local@hisisp.example
@localdomain.local >> @validDomain.com

111



SAFETY STANDARDS

If your router is in front of Internet, you should enable some features that enforce SMTP security
On the left menu, select SMTP router and parameters link.
On the parameters, take a look on “Safety standards” section.

E4SMTP Router
@ Status
= Queue
£ Parameters
2 Routing & network
& IP reputation
& Milter-greylist
Y SMTP rules
Y Blacklist/Whitelist

@ Refused

I Statistics

B Logs center

& Databases

Parameters

General settings

Server name: smtp.touzeau.biz

Helo name:

SMTP Banner: $myhostname ESMTP $mail_name

Listen Network Interfaces:

Optional SMTP server access restrictions in the context of a client SMTP connecti
The default is to allow all connection requests.

This section allows you to manage rules will put restrictions on what systems will b
information (name)

As restrictions are looked at in order, you will typically want to look at filters or res
external communications that will be initiated for each message.

Disable VRFY command:
Reject unknown client hostname:

Reject unknown reverse client hostname:

Reject unknown sender domain;

JEEEE

Reject invalid hostname:

h request
able to send mail through this server

ictions that are based on local inform

Enable these features enforce SMTP senders to be compliance with the SMTP protocol, this force remote service to be real SMTP server.

Disable VRFY command:

The VRFY command can lead to a remote attacker gaining the first and last name registered to any given email account.

This can aid an attacker in social engineering attack.

Reject unknown client hostname:

Reject the client when:

e The client IP address=name mapping fails,

e The name=address mapping fails,

e The name=address mapping does not match the client IP address

Reject unknown reverse client hosthame
Reject the SMTP connection when the client IP address has no address=name mapping.
This is a weaker restriction than the reject unknown client hostname rule, which requires not only that the address=name and name=address
mappings exist, but also that the two mappings reproduce the client IP address

Reject unknown sender domain

Reject the request when the SMTP service is not final destination for the sender address, and the MAIL FROM address has no DNS or MX
record, or when it has a malformed MX record such as a record with a zero-length MX hostname

Reject invalid hostname

Reject the request when the client has a bad hostname syntax

Reject non fqdn sender

Reject the request when the MAIL FROM address is not in fully-qualified domain form, as required by the RFC
This specifies the response code to rejected requests (default: 504)

Enforce restrictions in the HELO

If enabled, the SMTP service will force to correctly send the HELO command and reject if the hostname is not in fully-qualified domain or
address literal form or the hostname has no DNS A or MX record

Reject forged emails:

Reject emails that pretend to be sent from your domains but not authenticated and not listed in your network list
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Enable Generic rDNS Clients check:

this feature rejects generic reverse DNS patterns covering a large section of ISPs in the US, Canada, Europe, and elsewhere more than 1.600
patterns will try to block mails from computers trying to send mails behind Public ISPs

Reject Internal and External non-existent domains:
Domains with no DNS A or MX record are rejected

Reject senders’ domains not listed in local database:
If you turn on this feature only internals domains are allowed to send mails through this server.
This means you turn this server to an outgoing mail server only because senders Internet domains such has gmail.com, hotmail. * or yahoo. *
will not allowed to send email to this server

IP REPUTATION.

If your server is in front of internet, using a reputation database increase dramatically the anti-spam rate and decrease the usage of “content
filtering”.

An IP reputation database (aka RBL, DNSBL) is a cloud server that stores a list of blacklisted IP addresses.

These IP addresses are known to send SPAMs.

If a sender IP address is listed on these databases, the SMTP connection will be automatically refused.

Use the Artica reputation database:
The Artica reputation database is available with an o
Enterprise License Edition. It allows you to query a
database that stores more than 4.000.000 blacklisted IP
addresses and 100.000 whitelisted IP addresses.

Public Blacklists databases Rejected
l‘ messages

Public Blacklists databases

Number of DNS blacklists services used

1

€ IP reputation

To use the Artica reputation database, on the left menu
choose “SMTP Router” and IP Reputation.

On the status page, click on the “Enable” in the “Artica
reputation database” widget.

1]

Artica reputation database: [tems
3505691
1Day

O Disable
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Public Blacklists databases.

There is a little difference between Public Blacklists databases and Artica reputation database. Public Blacklists databases just offer
“Blacklisting” as Artica reputation database leads whitelisting too.

Public Blacklists databases are free of charge databases (RBLs and DNSBLs) available on Internet.
You can use several services your server can query to detects if an SMTP sender is blacklisted or not.

On the IP reputation section, select the “Public Blacklists databases” tab
To add a new public service, click on “New service”

You can select a pre-defined service in the drop-down list or add your own service using the “Create a new one” field.

Status Public Blacklists databases

+ Newservice (@ Apply configuration

IP reputation
Brvice

IP reputation Realtime Blackhole List / Right Hand Side BLs

Service: ‘ None -

Create anew one: |

sbl.spamhaus.org (Realtime Blackhole List)
Copyright Arti b.barracudacentral.org (Realtime Blackhole List) I lours

bl.spamcannibal.org (Realtime Blackhole List)

relays.ordb.org (Realtime Blackhole List)

bl.spamcop.net (Realtime Blackhole List)
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Public Whitelist database

This feature allows Artica server to query dnswl.org.

This organization is active in the anti-spam community.

The editors and administrators of dnswl.org data and systems are located in the UK, the US, Germany, Austria and Switzerland. Former
active members came from Sweden, Finland, France, Netherlands, and had various contributors from an even more diverse set of
geographies.

It maintains a database of IP addresses (net ranges) which are grouped into "DNSWL Records" (identified by a DNSWL Id, which is just an
arbitrary number). This data is maintained through a combination of manual and automated actions.

Basically, the DNSWL database stores only “good SMTP servers” and claim to avoid false positives from public blacklists databases.

To enable the use of DNSWL, on the IP reputation section, click on Activate on the grey “Public Whitelist database” section.

Status Public Blacklists databases

ol

Public Blacklists databases

4 SMTP Router

Public Blacklists databases Rejected
messages

Number of DNS blacklists services used

. A
Not used

' ‘ @ activate

Artica reputation database: Items

2 IP reputation

4174962

about 2 Hours

O Disable
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THE MILTER-REGEX MODULE FOR BLACKLISTING PERFORMANCE.

Sometimes you need to blacklist the sender email address or some words in the subject.
The blacklist reputation cannot deny everything came from office365, Gmail, Yahoo and other large ISP that provides free mail accounts.

In this case, you need to trust the sender IP address but deny the sender.

Spammers usually use sequences on the mail from address for example johnspamer234@gmail.com, johnspamer456@gmail.com.
The milter-regex module will be able to catch these sequences because it matches sender email addresses using regular expressions.
In this case, johnspamer234@gmail.com will be denied using johnspamer[0-9]+@gmail\.com.

This module is designed to scan a large list of rules using a minimal memory/CPU footprint.

On the Features section, in the search field, find the entry “Milter”
Click on the Install button on the “Milter-regex” row.

Install or uninstall features

This section allows you to install/uninstall available features on your server

Eacn
Milter n -

Status Software Action
| instatiea | Milter-greylist
Uninstalled Milter-Regex
Uninstalled Milter MailSPy

[2SMTP Router

Cluster package

@ stas 16 Minutes

Running Artica reputation database

since 20mn 155 Active
Memory used: 265 MB

FireWall reputation

Disabled

Queue (12:03:13)

1

Milter-greylist

Running
Refused

since 5d 33mn 8s
Memory used: 115 MB 24

Running

since 20mn 21s
used: 208 KB

C Restart

In the Blacklist and whitelist rules you can create a rule with 3 new items:
e Sender: Regular expression

e Subject: Regular expression,
¢ Body: Regular expression
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BLACKLISTS AND WHITELISTS RULES
Blacklists rules and Whitelists rules are designed to refuse or allow any SMTP transaction from specifics items.
Basically, you can fill automatically this list from the SMTP transactions list

When clicking on the sender email address in the SMTP transactions, you can deny or allow the sender email address or the sender domain
address.

joeroges@articatech.net

joeroges@articatech.net

joeroges@articatech.net articatech.net

vl Whitelist eMail address »# Whitelist Domain

@ Blacklist eMail address @ Blacklist Domain

Whitelist checking

By default, the Artica SMTP server checks is a remote connection before any SMTP protocol task.
This means reverse hostname, reverse sender domain name, reputations servers are checked before checking sender eMail address

If you need to whitelist a sender eMail address that will not pass connection checking, the message will still be refused.

If you want to trust the sender eMail address, you need to reverse the IP checking method.
This way could be dangerous because the sender domain and eMail address can be easily compromise.

To reverse the IP checking methods, go to “SMTP router” and “Parameters” section.
Under “Safety standards”, switch TCP/IP verification dropdown list to “Sender eMail is checked before sender IP”

Server name; smtp.artica.center
Helo name: Heloname
93 Parameters SMTPBanner:  $myhostname ESMTP $mail_name

Listen Network Interfaces:

Safety standards

Optional SMTP server access restrictions in the context of a client SMTP connection request.

The default is to allow all connection requests.

This section allows you to manage rules will put restrictions on what systems will be able to send mail through this server based on the client IP and host information (name).

As restrictions are looked at in order., you will typically want to look at filters or restrictions that are based on local information first, in order to limit the external communications that will be initi¢

TCP/IP Verification: Sender eMail is checked before sender IP

Reject unknown client hostname: m

In this case, whitelisted eMails will be not checked against IP addresses and messages will pass all tests.
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CLUSTER CONFIGURATION.

. . . . . Query the MD5 on the 9000 port
Cluster configuration allows a slave SMTP server to replicate configurations from a (by default)

master server.
When administrator modify a parameter on the master, the master create a configuration
package with an index file that stores the MD5 of the parameters. _
The slave pool periodically the MD5 configuration package to see if there are changes.

If the MD5 is modfied, then the slave download the package and apply the whole

settings. SMTP1 SMTP2

MDS5 is modified, download the
Replication is made trought the Artica Web interface (SSL). package and spply settings

The replication package is crypted with a defined password. |

SMTP1

On the Artica server as “Master server’, select “SMTP Router” and “Parameters” on
the left menu.

Choose “Cluster” tab.

Turn on the “Enable Master mode”Set a password to encrypt the replication package.

Postfix MTA Mail system v3.3.1

This section allows you to manage the SMTP service that is in charge to transfert messages to the correct destination.
Messages can be transfered to remote server or to the local service in charge of store messages into mailboxes.

S ”\‘\

Cluster configuration

Master mode

The Master mode is able to backup and crypt DNS dat. /
Enable Master mode: [l /
Password:  esesssssssssse

05 Parameters

On the Artica slave, select “SMTP Router” and “Parameters” on the left menu.

Choose “Cluster” tab.

Turn on the “Enable Slave mode”

Set a password to decrypte the replication package ( the same defined on the master )

Network Interface: If you have several Network interfaces, choose the right one that allow Artica to reach the master.
Master hostname: Set the address of the master server.

Remote port: Set the Web Artica interface port (default 9000).

Slave mode

The Slave mode is able toretreive and decrypt DNS data.
You need to ensure that this server is able to be connected on g Artica Web console port in order to let this server download correctly the cluster
package.

Enable Slavemode: [l ]

Password: sesscscssccsne
esesscssssccse ®
Network Interface: All interfaces v

~ Master hostname: | 192.168.1.208]

Remote port: = 9000 +
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Postfix MTA Mail system »» Service status

This section allows you to manage the SMTP service that is in charge to transfert messages to the correct destination.

On the Slave, select “SMTP Router” and “Status” on the left Messages canbe transfered to remote server ortothe local serviceincharge of store messages into mailboxes.
menu.

Statistics Messages Statistics Volumes

Time synchronization
l‘ Waiting replication

Artica reputation database

Statistics Queue

1]

Postfix MTA service

You should see “Waiting replication” status.
This means the slave wait the schedule to synchronize data
from the master.

Postfix MTA Mail system »» Service status

This section allows you to manage the SMTP service that s in charge to transfert messages to the correct destination.
Messages can be transfered to remote server or to the local service in charge of store messages into mailboxes.

Wait several times ( 5 minutes ), you should see the
synchronization delay

Status Statistics Queue Statistics Messages Statistics Volumes

Time synchronization

!‘ 4 Minutes

Postfix MTA service

Running Articareputation database
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AUTOMATICALLY BAN IP IN FIREWALL BASED ON EVENTS.

Many spammers did not checks that your server refuse connections according to enabled filters.

You have possibility to directly ban remote addresses during a defined period when the remote IP address is refused multiple times.
The service that is in charge of this feature is called “Fail2ban” .

Install the latest version

v" On the Left menu, choose “Your System” and “Versions” on left menu.
v' On the search field, type “Fai To”
v" Click on Install or update button.

Versions

System version and softwares versions

Artica Core server Operating system Python packages

fail to n -

Software Version

Fail ToBan: 01103

Click on “Install or Upgrade” on the desired version.

Fail To Ban

Fail ToBan0.110 617.83KB
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Install the Fail To Ban service

On the “Features” section search the entry “fail to” and click on “Install” button on the “Fail To Ban” row.

Install or uninstall features

This section allows you to install/uninstall available features on your server

fail to n -

Status Software Action
24 Dashboard
Uninstalled Fail ToBan + Install

v"In the left menu, you will see the “Fail To ban” menu entry after the installation.

v In the Fail To ban dashboard, you should see at least 1 Engine in the status.

Fail To Ban

Fail2ban scans log files and bans IPs that show the malicious signs -- too many password failures, seeking for exploits, etc.

Generally Fail2Ban is then used to update firewall rules to reject the IP addresses for a specified amount of time, although any arbitrary other action (e.g sending an email) could also
be configured.

Out of the box Fail2Ban comes with filters for various services (apache, courier, ssh, etc).

Engine Filters: postfix

& T 1

Fail ToBan

Running

since 5mn 23s 0
Memory used: 10.07 MB

Intrusion Detection System threats

& Restart Source IP Addresse(s)

0

v' Basically you did not have to setup something, the service is automatically defined and setup in order to protect your SMTP service.
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THE POLICIES SERVICE ( ANTI-SPAM, ANTIVIRUS...)

The Policies service is a Milter that hook the MTA. It is designed to analyze content messages in order to find spam or malwares.
This service require a valid Corporate License.
It allows you to :

Scan messages for Malwares.

Scan messages for Anti-Spam.
Perform backup messages in the fly.
Add disclaimers in messages.
Auto-compress messages

RASANENEN

Install the Polcies services.
v' On the feature section, in the search field, type “Policies”

v" Click on “Install” button under the “Policies service” row.

Install or uninstall features

This section allows you to install/uninstall available features on your server

= ‘
Policies n -

Status Software Action

Uninstalled Policies service ’  Install

Enable SMTP content features.
v On the left menu, click on Policies service and status.

v" Select the “Parameters” tab.

Policies service »» Service status

Implements antispam, antivirus, and other customizable filtering on email messages.

Parameters

Services

Auto-WhiteList
Enable Anti-Spam Engine: m

OFF

\

Checking Email spoofing:
Activate antivirus checking:
Backuponthe fly:

Enable disclaimer feature: OFF
OFF

Automated compression:

Attached files filtering.  [_] °FF

Auto-Whitelist: Automatically add recipient email address to Whitelist database when your users send an eMail.
Enable Anti-Spam Engine: Add the bayesien and scoring content Anti-spam engine.

Check eMail spoofing: A foreign sender cannot use your internal domains to send eMail to your users.
Activate antivirus checking: Scan message for malwares.

Backup on the fly: Backup all messages that are forwarded by the SMP relay.

Enable disclaimer feature: Allows you to add a disclaimer according SMTP rules.

Automated compression: Allows the SMTP relay to zip compress attachments according SMTP rules.
Attached files filtering: Remove unwanted files according files extensions.

ANANENE NN N NN
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SMTP STATISTICS

Refused messages

v

v

You can display graphs on refused messages in order to analyze your SMTP security rules.
On the left menu, click on SMTP router and refused menu.

The first tab allows you ti see a pie chart about the top 10 of blocked reason.

On the right side, the table display the number of messages blocked.

If you click on the link, you can display all messages that matches the specified blocked reason.

Refused

= Your system

Statistics Events

Refused/Description

re

Hostn@me not found

Disconnect after DATA

Reverse notfound rbl:Artica Reputation

Disconnect after EHLO
Disconnect after AUTH
rbl:Barracuda Reputation

Timed Out Relay Timed Out
‘Connection Timed Out

Relay Timed Out

Connection Timed Out

Disconnect after AUTH [[Ened Oug

rbl:Barracuda Reputation
Disconnect after EHLO

Reverse not found

rbi:Artica Reputation
Disconnect after DATA

You will see a chart that display bloced messages per hour for the current week

Messages

70
60
50

40

messages

30

20

Hours

32438

7387

2892

2638

1819

1298

792

570
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SMTP INVESTIGATION

Each day the SMTP events log is saved in the backup logs directory.

] . ) 34% 522 Members P DOlogout =
If you need to retreive the history of some SMTP transaction you can use the tool “Investgate”

On the top menu, click on the icon near the log out item. Action
Under the “Messaging” section, select the “Investigate” option. Help & Support

You can create a new query that allows you to parse events in current and backuped logs

O Video tutorials
3% Create aticket
. " [ Support package
Messaging Investigate
This section allows you to search something in the history mail events in order to investigate from a specific issue or question M essa gin g

@ New Query || P> Runsearch

@ mail.log
New Query D Investigate
From Dat
0

2018 Mo B Message analyze G
New Query
2018500
Give here a string ( a domain, an email address ) to find in all events fstory if you want to use a regular expression use “regex”
2018wa
word as prefix.
From date: & 2018-12:01 0]
From time: 00:00
Copyright Artica Tech© § Max lines: = 200

Search messages: |etienne |

Set the start date of your query and the time start.
Define the max number of lines

AN

v"In the search messages, put a string that you want to find in events.
v' This should be a name, an email address, a domain...( the “*” character is supported)
v" If you want to put a regular expression, use “regex” suffix

Examples:

dummy@domain.tld
@domain.tld
*.domain.tld

regex domain. [a-z]+
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After run the query, a download icon can be displayed in your query history.
Your search pattern is turned to blue.
This means you have found events in history and you can download the extracted events.

If the search pattern is “red”, it's means nothing was found in your query.

From Date Size Search Messages
2018 Monday October 0100:00:00  OKB 2762728216
2018 Wednesday August 0100:00:00 OKB 46.229.214.157

2017 Friday December 0100:00:00  67.66KB  109.234.162.14
2017 Friday December 0100:00:00 ~ 11.15KB  etienne

2017 Sunday October 29000000  OKB 46.229.214.157

Search n -

N
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WORDPRESS ADMINISTRATION.

Artica is able to manage Wordpress web sites.
With Artica your are able to easily install/lbackup/restore Wordpress websites.

PREPARE ARTICA FOR WORDPRESS

You need to install Wordpress system client, MySQL database, Nginx Web service and finally enable the Wordpress Artica feature

Install Wordpress system client

e On the left menu, go to Your System/Versions
e  Search the item “Wordpress”
e Click on “Install or update” button on the Wordpress system client row

Remote Synchronization: 3.1.2

CurlFtpFS: 092

Web services

Nginx Web engine: = X Install or update
X Install or update

Wordpress system client:

Messaging

e Choose the latest version and click on “Install or Upgrade” button

Wordpress system client

Wordpress systemclient2.10 109MB X Install or Upgrade

e You should see the version number in the Wordpress system client row

Artica Core server Operating system Python packages

Software Version

Wordpress system cIi{t: 210 X Install or update
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Install the Nginx Web engine

In the same way of the Wordpress client, checks the “Nglnx Web engine” version and installation

Nglnx Web engine

Nginx Web engine 11362 6.01MB & Install or Upgrade

e  On the left menu, go into Your System/Features
e  On the search field, type the word “web”
e Click on “Install” On the “Nginx Web engine” row

Install or uninstall features

This section allows you to install/uninstall available features on your server

Status Software Action

A\ Require installed Nginx@il/eb engine

Uninstalled Nginx Web engine

A Notinstalled

e  Click on Install on the Wordpress Websites row

Uninstalled Wordpress websites

m Nginx Web engine
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CREATE YOUR FIRST WORDPRESS WEBSITE

e On the left menu, go to Web services / Wordpress websites
e  Click on the button “New Wordpress website”

E Search a computer, a membe! ® 18:19:44 . Cpu:1.7% | Mem:35.6% %22 Members g (0] Logout =
Manager

Wordpress websites v.5.0.2

Artica For WordPress allows you to deploy Wordpress websites through it s interface.
Artica is able to manage Wordpress as a service.

It able to backup/restore your websites, enforce security and maintain updates.

The tab Worgpress websites allows you to display status of all your Wordpress sites.

4+ New Wordpress website [ Reconfigure service

Search n -

& Wordpress websites Wordpress Websites Saved On Service Server Names Type Destination

No results

e  Set your web site name in Web server name field.
e Define the administrator of the new web site name.
e Setit's email in order to create certficate or notifications.

New Wordpress website

New Wordpress website

Web server name: web.artica.center 0]
Administrator: david.touzeau
Administrator email: david@articatech.com
Password: ®escsccscscece (D
sssesssssscsss ®

The Wordpress Administrator password is re-defined each time you configure the Web site, in this case you did not have to
modify it trough the Wordpress Web console.
In this way, modify the password in this section helps you to recovery your Wordpress adminisrator password.
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DOMAINS ALIASES

If you plan to accept multiple domains for your wordpress site :

e Click on the sitename in the table.
e  Open the aliases tab

Set all domains you want your Wordpress accept.

articatech.info

articatech.info Aliases

Aliases

1 www.articatech.info
2 articatech.org
3 www.articatech.org|

« Apply »

ENABLE OR DISABLE A WEBSITE

Enable or disable a website make it available or unavailable on the Net.
You can enable/disable by check/unckeck the checkbox in the enabled column.

After enabled or disabled your select websites, click on the “Reconfigure service” button in order to make your changes in production mode.

+ New Wordpress website (@ Reconfigure service

Search n -

Status Wordpress Websites Saved On

=z articatech.info 2019 Thursday January 10 o

www.articatech.info, articatech.org. www.articatech.org

web.artica.center 2019 Sunday January 06 e
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Advanced Monitoring service, 34
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Artica reputation database, 113
AUTH Link, 30
authentication box, 69, 70, 72, 74
Auto-Whitelist, 122
Backup on the fly, 122
Clock, 17

Common Name, 14
Community Edition, 12
Default password, 42
Disclaimer, 122

DNS amplification, 65
DNS Filter, 45

DNS Over HTTPS, 58, 61
DNS Over TLS, 49
DNSBL, 113

DNSCrypt, 58

DOH, 58, 60

Enterprise Edition, 12
ESXi, 6

Exchange 2010, 109

Fail to ban, 120

Fail2ban, 102, 120
GDPR, 101

Gmail, 116

Graphs, 123

HyperV, 6

ICAP, 101

Identical domains, 108
In-addr.arpa, 48
install-manuall, 8
Investigate, 124

ISO, 6

Kaspersky Web Traffic Security, 101

language, 30
LDAP, 36, 37, 38, 67, 68, 69, 74
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Let’s Encrypt, 13

Memory swapping, 22
Multi-Domains, 36

NTP Time Client, 18

Nutanix, 6

Office365, 116

Persistent key-value DB, 96
Port 443, 31

Port 465, 109

Postfix MTA Mail system, 105
PowerDNS recursor, 52
PowerDNS system, 52

Public Blacklists databases, 114
RADIUS, 74

RBL, 113

regular expressions, 116
Reset, 33

Reset parameters, 9
RESTful, 52

Reverse DNS, 53

Routing, 107

Silent Authentication, 75
Snapshot, 20

SOA record, 53

Spoofing, 122

SSH, 42, 43

SWAP, 22

Syslog, 44

Time client, 17

Time server, 17

Time zone, 17

Unbound, 45

VMware, 6

Wordpress Administrator password, 128
Wordpress system client, 126
XenServer, 6

Yahoo, 116
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